Export Controls Compliance Program Manual
December 2022

Export control laws are complex and fact specific. Regulations, rules, and lists for specifying who or what
is considered export sensitive and where export controls apply are subject to change. This Manual is
intended to provide a very brief outline of basic export control information. It should not be relied upon
exclusively nor should it be construed as legal advice. Any questions should be directed to the Office of
Compliance: ExportControls@tamuk.edu

Texas A&M University-Kingsville wishes to acknowledge some portions of this manual are adapted from
and based on the Agrilife Export Controls Compliance Program Manual with the permission of Texas A&M

Agrilife.
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1.0 Commitment to Export Control Compliance

It is the policy of Texas A&M University—Kingsville (TAMUK) to comply with United States export control
laws and regulations including, without limitation, those implemented by the Department of Commerce
through its Export Administration Regulations (EAR)! and the Department of State through its
International Traffic in Arms Regulations (ITAR) 2, as well as those imposed by the Treasury Department
through its Office of Foreign Assets Control (OFAC) 3.

All employees of TAMUK are ultimately individually responsible for ensuring compliance with U.S. export
controls laws and regulations, as well as A&M System policies and regulations and TAMUK rules and
procedures. It is imperative that TAMUK employees maintain open communication with their respective
unit/department head and supervisor about these matters, and recognize that export control laws and
regulations apply broadly not just to sponsored research projects or educational activities. The Texas A&M
University—Kingsville Export Controls Manual is designed to assist TAMUK employees in the area of
export control compliance. Additionally, this manual provides guidance in properly obtaining required
administrative approvals while taking a proactive stance towards compliance with associated federal laws,
and A&M System policies and regulations. To the extent this manual conflicts with A&M System Policy
15.02, Export Controls Program Management, or university rules and procedures, the A&M System Policy
supersedes. Acronyms are defined in the Abbreviations section. For the purpose of this manual,
definitions are contained in Appendix A.

The Office of Compliance maintains a website with export control information and resources located at:
http://www.tamuk.edu/compliance/export-controls.html. Questions regarding export controls should be
directed to the Office of Compliance at (361) 593-4758.

d_mwimw

Joe T. Henderson

Export Control Empowered Official

Chief Ethics and Compliance Officer Office of Compliance
700 University Boulevard MSC 221

Kingsville, Texas 78363
TAMUK.ExportControls@tamuk.edu

1 The Export Administration Regulations (EAR) 15 CFR 700-799 can be found at http://www.ecfr.gov/cgi-
bin/retrieveECFR?gp=1&SID=02b534f76f96c9c5f13ald1lbe8edf8d4&ty=HTML&h=L&nNn=15y2.1.3.4.45&r=PART

2 The International Traffic in Arms Regulations (ITAR) 22 CFR 120-130 can be found at http://www.ecfr.gov/cgi-
bin/text-idx?tpl=/ecfrbrowse/Title22/22cfr120 main_02.tpl

3 The Office of Foreign Assets Control (OFAC) 31 CFR 500-599 can be found at https://www.treasury.gov/resource-
center/sanctions/Pages/CFR-links.aspx
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2.0 Responsibility

2.1. Individual Responsibility

All TAMUK employees must conduct their affairs in accordance with U.S. export control laws and
regulations, while being aware of and responsible for export control implications associated with
their work and institutional responsibilities. While compliance with all applicable legal
requirements is imperative, it is equally important to maintain an open environment that
welcomes the participation of individuals from around the world as part of the university mission.
To maintain this balance, TAMUK personnel must be familiar with the U.S. export control laws
and regulations—including important exclusions and exemptions, as they relate to their
responsibilities. Depending upon the nature of their activities and/or job functions, TAMUK
personnel may be required to participate in formal training as determined by the university’s
Empowered Official(s) and/or the employees’ supervisors.

Principal Investigators (Pls), with the assistance of the Office of Compliance and other relevant
departments, are responsible for compliance with all federal, A&M System, and TAMUK export
control laws, regulations, policies, rules, and procedures in the conduct of their research or
educational activities. Violation of the export control laws can directly affect Pls through potential
fines, loss of research funding, and/or personal criminal liability. To meet this obligation a PI
should:

A. Understand his or her export control obligations and participate in regular trainings to be able
to identify export control issues

B. Be aware of the export control indicators in (but not limited to) Section 3, Identification of
Export Control Concerns, and note such information on any internal compliance or assurance
forms

C. Determine—prior to initiation of research or educational activity—whether any information
or technology involved in his or her research or educational activity is subject to export control
laws or regulations

D. periodically review his or her research to ensure continuing compliance with export control
laws and regulations

E. If undertaking an export—controlled project, brief those involved in the project of their export
control obligations

F. Understand that any informal discussions, agreements, or understandings entered into with
sponsors or entities can impose export control obligations on the Pl, and may negate the
opportunity to claim key exclusions such as the Fundamental Research Exclusion (FRE) #

4 As defined: Export Controls—and—National Security Decision Directive 189, the Exclusion applies to ”basic and
applied research in science and/or engineering at an institution of higher education in the U.S. where the resulting
information either is ordinarily published and shared broadly in the scientific community, or has been or is about
to be published.”
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TAMUK employees are to report suspected or known violations to the Export Controls
Empowered Official for TAMUK or the Director of Compliance. Additionally, TAMUK employees
shall maintain their commitment to promoting a culture of compliance with all associated laws,
regulations, policies, rules, and procedures.

2.2. Empowered Official

The president or designee is the Empowered Official (EOQ) for TAMUK. The Empowered Official is
responsible for authorizing license applications and other approvals required for compliance with
export control laws and regulations and serves as TAMUK'’s representative and point of contact
with federal agencies having export control jurisdiction. The Empowered Official is the TAMUK
official authorized to bind TAMUK in any proceedings before government agencies with export
control responsibilities and has final responsibility for compliance with export control laws and
regulations. The EO has the authority to grant exceptions or alternative procedures to the
requirements set forth by the Export Controls Compliance Program Manual. Exceptions or
alternatives to procedures will be reviewed and evaluated based on internal processes on a case
by case basis. Specific activities may require submission of supporting data unique to the
circumstance prior to approval.

2.3. Office of Compliance

The Office of Compliance, in cooperation with other offices including the Office of Research and
Graduate Studies (ORGS), is responsible for directing and monitoring the university’s export
control compliance program, recordkeeping, and implementing procedures and/or guidelines to
comply with federal export control laws and regulations. These laws and regulations include
developing, implementing, and updating this Manual.

When requested, The Office of Compliance will determine, or assist other offices and employees
in export control assessments to determine compliance obligations with respect to TAMUK
activities involving Foreign Persons or international activities under applicable export control laws
and regulations, and determine the applicability of the FRE or other exclusions provided by law.
The Office of Compliance will also assist with Restricted Party Screening (RPS)°® and Technological
Screening and consult with the A&M System Office of General Counsel (OGC) on export control
matters as appropriate.

2.4. Research and Graduate Studies (ORGS)

TAMUK’s sponsored research activities are administered by the Office of Research and Graduate
Studies (ORGS) in accordance with established ORGS Procedures. ORGS’s Research Compliance
Officer is responsible for notifying the Office of Compliance and Empowered Official of concerns.
The Research Compliance Officer works closely with the VP for Research, Pre-Award Director, and

5 As defined: “determine[s] whether a person or entity is included on the Specially Designated Nationals and
Blocked Persons List or any other list included in the screening software made available by the TAMU Division of
Research.”
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Empowered Official in identifying export control issues related to research and ensuring that
approvals are in place before the initiation of projects.

2.5. University Administrators

All university employees with managerial or supervisory authority over Foreign Persons or
projects involving Controlled Information or Controlled Physical Items should view export control
compliance as an important part of their day-to-day responsibilities. These employees are
responsible for overseeing export control compliance in their areas of administrative
responsibility and for supporting and assisting the Office of Compliance in implementing the
procedures set forth in this Manual, and as otherwise deemed necessary by the Compliance
Office for export control compliance.

Departments with the responsibility for administering components of TAMUK’s export control
compliance program should designate an individual, who has been appropriately trained, to
perform routine internal monitoring of export control procedures and practices. Designated
assigned delegates from relevant administrative departments and academic colleges are tasked
with conducting Restricted Party Screenings (RPS) for their department. The Office of
Compliance serves as a secondary screening source for these departments.

3.0 Identification of Export Control Concerns

3.1. Export Control Red Flags

The following are indicators that an export control review should be conducted to ensure that
no violations will occur:

(a) The results of research conducted at TAMUK or by TAMUK employees are intended for
military purposes or for other restricted end uses under EAR.

(b) Foreign Persons will have access to Controlled Physical ltems on campus.

(c) Software including encryption features will be developed or purchased.

(d) TAMUK faculty or staff will export or travel abroad with research equipment, chemicals,
biological materials, encrypted software, or Controlled Physical Items; or travel abroad
with laptops, cell phones, or PDAs containing Controlled Information.

(e) A proposed financial transaction will involve embargoed countries or entities, individuals
located in embargoed countries or, who are on prohibited or restricted end-user lists as
determined by Restricted Party Screening (RPS).

(f) The sponsor requires pre-approval rights over publications or the participation of Foreign
Persons.

(g) The project requires the shipping of equipment, chemicals, or biologicals to a foreign
country.

(h) Other Red Flag Indicators: The Department of Commerce, Bureau of Industry and Security
has posted a list of Red Flag Indicators of Things to Look for in Export Control Transactions:
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see http://www.bis.doc.gov/index.php/enforcement/oee/compliance/23-compliance-
atraining/51-red-flag-indicators

3.2. Restricted Party and Technology Screening

3.2.1.

3.2.2.

Restricted Party Screening (RPS)

The U.S. Department of Commerce, the U.S. Department of State, and the U.S.
Department of Treasury, along with various other government agencies, maintain lists of
prohibited and restricted end-users (Restricted Party Lists). If not wholly prohibited,
licenses are required for exportation to these end-users or for carrying out a transaction
in which a prohibited or restricted end-user is involved.

In order to ensure that TAMUK is not doing business with individuals or entities that have
been debarred, denied export privileges, or are otherwise on one of the numerous
government Restricted Party Lists, TAMUK must screen individuals and entities as
provided in this Manual. TAMUK has licensed export control compliance software (Visual
Compliance) that permits assigned delegates to screen Restricted Party Lists
electronically. Those with a business need to access and use the software will complete
and submit an authorization request form to the Office of Compliance. No access/use will
be authorized without approval by the Empowered Official. To obtain authorization to
use the export control compliance software, the user’s supervisor must submit a request
to the Office of Compliance to activate access to the compliance software. The
administrative departments and academic colleges requesting the authorization of a new
user are responsible for screening the individual using the export control compliance
software before submitting the authorization request form. The requesting
department/college is also responsible for ensuring that the proposed user has
completed the basic online export control training course delivered via TrainTraq.
Assigned delegates are limited to United States citizens and legal permanent residents
who are fulltime employees of TAMUK. The export control compliance software performs
Restricted Party Screening against all relevant U.S. Government lists, including:
Department of Treasury Office of Foreign Assets Control (OFAC) Sanctions, Department
of Commerce Bureau of Industry and Security (BIS) Denied Persons List, Department of
Commerce BIS Entity List and Unverified List, Department of State Arms Export Control
Act Debarred Parties, Department of State Designated Terrorist Organizations,
Department of State Nonproliferation Orders. Screening includes exact, fuzzy, and
phonetic searches.

Technology Screening

The U.S. Department of Commerce, and the U.S. Department of State, along with various
other government agencies control what technology, items, goods, services, etc. may be
permissibly exported outside of U.S. territory. In order to ensure that TAMUK is in
compliance with all export regulations, TAMUK must screen the technology that it intends
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to export. Screening of technology is accomplished using the same export control
compliance software used to perform restricted party screening. This software allows for
a search of the technology the university plans to export via the Export Administration
Regulations (EAR) Commerce Control List (CCL) list and the International Traffic in Arms
Regulations (ITAR) / U.S. Munitions List (USML). The export control compliance software
will notify the screener if a cross match is found on another listing and what applicable
licenses may be required.

3.2.3. Possible Matches (“Hits”)

Assigned delegates should conduct screening in accordance with their
college/department’s internal procedures and by completing the Restricted Party
Screening Request form in Appendix E. If there is a possible match of the party being
screened with a party on a Restricted Party List (a “hit”), a secondary screening should be
conducted using additional detailed information to confirm the possible match. If the hit
cannot be ruled out on secondary screening, the possible match should be forwarded to
the Office of Compliance, along with the criteria used to determine the possible match.
Upon further investigation, the Office of Compliance will make a determination. The
Office of Compliance is responsible for maintaining records of its determinations. The
departments/colleges of assigned delegates are responsible for maintaining records of
determinations that are not forwarded to the Office of Compliance, as provided in Section
14, Recordkeeping.

3.2.4. Assigned delegates

On an annual basis, the Office of Compliance will generate a department/college list of
assigned delegates. The list will be sent to the administrative department head, college
dean, or designee to confirm that the individuals listed are still assigned delegates for that
specific department/college. Assigned delegates will be limited to those with business
need only. The Office of Compliance may limit the number of assigned delegates as it
deems appropriate.

4.0 Research and Graduate Studies

Most data and information involved in university research is excluded from export control regulation
under the ITAR or EAR based on several key provisions: (a) the Public Domain Exclusion; (b) the
Fundamental Research Exclusion (FRE); and (c) the Exclusion for Educational Information. It is
important for researchers and others involved in research to be aware of these key exclusions and to
understand that their benefits can be lost if certain provisions are present in research-related
agreements. For this reason, Pls should avoid entering into informal understandings or “side
agreements” with research sponsors that restrict Foreign Persons access to the research or that
impose sponsor controls on the publication or other dissemination of research results. It is important
to remember that the restrictions enforced by OFAC are not affected by ITAR, EAR, or the FRE.
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4.1. Contract Provisions of Concern

Certain agreement provisions may negate the FRE and require seeking a license or undertaking
monitoring or other activities. These provisions of concern are identified on the TAMUK Export
Controls Decision-Making Tree for Administration of Contract Provisions of Concern in Appendix
B of this Manual and are summarized below.

If any of the following provisions is present (and cannot be negotiated away) in a research
agreement or subcontract, a Material Transfer Agreement (MTA), or a Non-Disclosure Agreement
(NDA) related to research, the Research Compliance Officer and the Empowered Official should
be consulted for guidance prior to execution of the agreement.

(a) Sponsor maintains the right to restrict or approve publication or release of research
results.

(b) Research data and/or other research results will be owned by the sponsor (e.g., as
sponsor’s proprietary or trade secret information).

(c) Statements that export control regulations will apply to the research.

(d) Incorporation by reference of Federal Acquisition Regulations (FARs), agency specific
FARs, or other federal agency regulations which impose specific controls on access to or
dissemination of research results (see Section 4.2, below).

(e) Restrictions on, or prohibitions against, the participation of research personnel based on
citizenship or national origin.

(f) Statements that the sponsor anticipates providing export-controlled items or information
for use in connection with the research.

(g) Equipment or encrypted software is required to be delivered as part of the project.

(h) The research project will involve the use of export-controlled items or technical
information obtained from a third party.

(i) The research will take place outside the United States.

4.2. Specific U.S. Government Access and Dissemination Controls

Specific access and dissemination controls may be buried within the language of FARs, Defense
Federal Acquisition Regulations (DFARs), and other agency-specific regulations included as part of
a prime contract, or flowed down in a subcontract. These problematic clauses include, but are not
limited to:

A. FAR 52.227-14 (Rights in Data - General)

Grants the Government unlimited rights in data first produced or delivered under the
contract. Government approval is required to assert copyright in data first produced in
the performance of the contract and not published in academic, technical or professional
journals, symposia proceedings, or similar works. For basic or applied research, suggest
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requesting Alternate IV to lift this restriction. Alternate IV provides the Contractor with
the right to copyright data without Government permission.

B. FAR 52.227-17 (Rights in Data - Special Works)

Prevents the release, distribution, and publication of any data originally produced for the
Government’s internal use and represents an absolute restriction on the publication or
dissemination of contractor-generated data. It should not apply to basic and applied
research and should be removed from the contract on the basis of exceptions to this
clause’s applicability. Refer to FAR 27.405-1 (a).

C. DFAR 252. 204-7000 (Disclosure of Information)

States, “Contractor shall not release to anyone outside the Contractor’s organization any
unclassified information, regardless of medium (e.g., film, tape, document), pertaining to
any part of this contract or any program related to this contract.” Three exceptions apply:

1. if the contracting officer has given prior written approval;

2. where the information is already in the public domain prior to date of release;

3. iftheresearchis determined in writing to be fundamental research by the Contracting
Officer.

Refer to FAR 27.404-2 & 3 and NSDD-189 as justification for getting the restriction
removed. Also, can refer to IRS Ruling 76-296. May also add alternate language that allows
for review and comment on publications.

D. DFAR 252.225-7048 (Export-Controlled Items)

States, “The Contractor shall comply with all applicable laws and regulations regarding
export-controlled items, including, but not limited to, the requirement for contractors to
register with the Department of State in accordance with the ITAR. The Contractor shall
consult with the Department of State regarding any questions relating to compliance with
the ITAR and shall consult with the Department of Commerce regarding any questions
relating to compliance with the EAR.” May have to require the Pl to certify that the project
does not involve any items that are subject to Export Control Laws.

E. ARL 52.004-4400 (Approval of Foreign Nationals)

All Foreign Nationals must be approved before beginning work on the project. Contractor
is required to divulge if any Foreign Nationals will be working on the project. Provision of
name, last country of residence, citizenship information, etc. is required. This clause is
commonly found in contracts involving Controlled Technology and sponsored by military
agencies. May need to require the Pl to certify that no Foreign Nationals will be working
on the project. If no Foreign Nationals will be employed on the project, Contractor may
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disregard this clause. If the Pl is doing basic research and the sponsor will take those
results and work on the controlled technology at another location, may be able to delete
this clause.

F. ARL 52.005-4401 (Release of Information)

Includes reference to “non-releasable, unclassified information” and a requirement to
“confer and consult” prior to release of information. It is unclear what the review entails.
Therefore, the sponsor retains publication/information approval, which voids the FRE.
Substitute with ARL Cooperative Agreement Language: Prior Review of Public Releases,
“The Parties agree to confer and consult with each other prior to publication or other
disclosure of the results of work under this Agreement to ensure that no classified or
proprietary information is released. Prior to submitting a manuscript for publication or
before any other public disclosure, each Party will offer the other Party ample opportunity
(not to exceed 60 days) to review such proposed publication or disclosure, to submit
objections, and to file application letters for patents in a timely manner.”

G. AFMC 5352.227-9000 (Export-Controlled Data Restrictions)

Requires an export license prior to assigning any Foreign National to work on the project
or allowing Foreign Nationals access to the work, equipment, or technical data generated
by the project. Foreign Nationals make up a large portion of TAMUK's scientific
undergraduate, graduate, post-doctoral, and visiting scholar population. Often, it is
difficult to find qualified U.S. citizens to work on these projects. Also, many students
depend on these projects to complete their theses or dissertations. Need to ask the Pl if
the project is basic or applied research. If yes, it may fall under an ITAR exclusion. May
also ask the defense contractor if foreign students are allowed to work on the project. If
yes, obtain confirmation in writing.

4.3. Procedures Applicable to Research Agreements and Subcontracts

(a) In the case of sponsored research agreements administered through ORGS, ORGS has
adopted the Export Control Screening Procedures attached as Appendix J.

(b) Other research related agreements should be screened in a manner similar to the process
described in Section 3, Restricted Party and Technology Screening. Questions should be
directed to the Office of Compliance.

(c) For material transfer agreements administered by ORGS, ORGS conducts RPS of parties and
ensures that the substance of the transaction is screened for export control purposes.

(d) Potential export control issues should be forwarded to the Office of Compliance for
resolution.

4.4. Resolving Export Control Issues
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When a potential export control issue is identified, the Office of Compliance will work with the
parties involved, as appropriate, and determine what course of action should be taken to address
the issue. In many cases, no license or other authorization may be necessary. In each case, the
Office of Compliance will determine whether:

(a) the conditions merit an application for a license or other authorization,

(b) the conditions are such that an exclusion or license exception may be obtained, or

(c) a Technology Control Plan (TCP), or other requirements for the conduct of the research, will
be necessary to prevent an unauthorized deemed export of the technology from occurring.

The Office of Compliance will notify the PI, ORGS, and others, as appropriate, of the Office of
Compliance export control determinations. The Office of Compliance will maintain records of
screenings, as provided in Section 14, Recordkeeping.

4.5. Technology Control Plan
4.5.1. Development

If a project, facility, or item is identified as export-controlled, the Research Compliance
Division will work with the PI, facility managers, and others as appropriate, to develop
and implement a TCP to secure the Controlled Technology from access by unauthorized
Foreign Persons. A sample TCP template can be found in Appendix D of this Manual and
will typically include:

(a) a commitment to export controls compliance;

(b) identification of the relevant export control categories and Controlled Technologies;

(c) identification of the project’s sponsors;

(d) identification and nationality of each individual participating in the project;

(e) appropriate physical and informational security measures;

(f) personnel screening measures and training; and

(g) appropriate security measures for the duration of the project for and following
project termination.

4.5.2. Appropriate Security Measures

The TCP will include physical and informational security measures appropriate to the
export control categories related to the project/facility/item. Examples of security
measures include, but are not limited to:

(a) Laboratory Compartmentalization- Project operation may be limited to secured
laboratory areas physically shielded from access or observation by unauthorized
individuals. These areas must remain locked at all times.

(b) Time Blocking- Project operation may be restricted to secure time blocks when
unauthorized individuals cannot observe or access.
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(c) Marking- Export-controlled information must be clearly identified and marked as
export-controlled.

(d) Personnel Identification- Individuals participating on the project may be required to
wear a badge, special card, or other similar device indicating authority to access
designated project areas. Physical movement into and out of a designated project
area may be logged.

(e) Locked Storage- Tangible items such as equipment, associated operating manuals,
and schematic diagrams should be stored in rooms with key-controlled access. Soft
and hardcopy data, lab notebooks, reports, and other research materials should be
stored in locked cabinets.

(f) Electronic Security- Project computers, networks, and electronic transmissions
should be secured and monitored through User IDs, password controls, 128-bit
Secure Sockets Layer encryption, or other federally approved encryption technology.
Database access should be managed via a Virtual Private Network®.

(g) Confidential Communications- Discussions about the project must be limited to the
identified and authorized project participants, and only in areas where unauthorized
individuals are not present. Discussions with third party subcontractors must occur
only under signed agreements which fully respect the Foreign Person limitations for
such disclosures.

4.5.3. Export Licensing

The Office of Compliance will determine if a license, Technical Assistance Agreement,
Manufacturing License Agreement, ITAR Registration, or other authorization is the
appropriate method to address an export control issue. If this is the case, the designated
assigned delegates from relevant administrative departments and academic colleges will
consult with the Pl and other appropriate parties to gather all the information needed to
submit the appropriate documentation to seek a license or other authorization. Once the
Office of Compliance is notified of the details of the export control issue, the empowered
official will make a recommendation that a license or other authorization should be
obtained. The empowered official will request the license or other authorization from the
cognizant agency with assistance from OGC as appropriate.

5.0 Employment

5.1 Employment of Nonimmigrant Foreign Nationals

It is important for hiring departments/colleges to be aware that the ability to hire nonimmigrant
Foreign Nationals for certain positions may be restricted or prohibited by export control laws. For

& A mechanism for providing secure, reliable transport over the Internet. A VPN uses authentication to deny access
to unauthorized users, and encryption to prevent unauthorized users from reading the private network packets.
The VPN can be used to send any kind of network traffic securely, including voice, video or data.
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example, nonimmigrant Foreign Nationals may be restricted or prohibited from performing
employment responsibilities related to certain information technology systems positions, to the
extent the work will involve access to Controlled Information or Items. Supervisors proposing to
hire nonimmigrant Foreign Nationals should carefully consider whether or not the proposed
employment will involve access to Controlled Information or Items before extending offers of
employment. If nonimmigrant Foreign Nationals are prohibited by export control laws from
performing the employment responsibilities associated with a position, the Notice of Vacancy
(NOV) may be posted in such a way that those individuals are notified ahead of time that they
cannot be considered. The following statement may be added to the “Comments to Applicant”
section of the NOV: nonimmigrant Foreign Nationals are prohibited by export control laws from
performing the employment responsibilities associated with this position; sponsorship is not
available.

The Employee Services department will conduct Restricted Party Screenings on staff and faculty
hires. The department/college hiring student workers must submit the Restricted Party Screening
Request Form, Appendix E, to their export control assigned delegate for screening for all Foreign
National graduate assistant and student hires. Records will be kept in accordance with section 14,
Recordkeeping.

When hiring individuals under certain visa statuses (H-1B, O-1A or H-1B1), supervisors are
required to complete a Deemed Export Control Attestation. The Deemed Export Control
Attestation certifies that technology or technical data to be released or accessed by the
nonimmigrant Foreign National, as a result of the offered employment, may or may not require a
license. Records will be kept in accordance with section 14, Recordkeeping.

Any export control issues related to the hiring of nonimmigrant Foreign Nationals should be
referred to the Compliance Office or Employee Services for resolution as appropriate.
5.2 Faculty Consulting and/or External Professional Employment

Faculty consulting and/or external professional employment with a foreign entity, is subject to
further review as provided by University Rule, 31.05.01.K1, Faculty Consulting and/or External
Professional Employment.

6.0 International Visitors to Texas A&M University-Kingsville

6.1. Responsibility to Request Authorization to Visit

All TAMUK employees intending to invite or host international visitors have the responsibility to
complete and submit the International Visitor Request Form, Appendix F, at least 90 days in
advance of the proposed visit. International visitors have been delineated into two categories:
exempt and non—exempt. Qualifications for these statuses are fully outlined below.

6.1.1. Exempt International Visitors
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Exempt international visitors are visitors that meet one or more of the following
conditions with respect to the anticipated visit:

1. the visitor will meet with colleagues to discuss a possible research project or
collaboration,

2. the visitor will tour labs or research facilities that are not otherwise restricted under
the United States (U.S.) export control laws; or

3. The visitor will participate in general academic or scientific meetings or
presentation.

6.1.2. Non-Exempt International Visitors

Non-Exempt international visitors are visitors that meet one or more of the following
conditions with respect to the anticipated visit:

1. The visitor will be involved in a research project or collaboration, and will have access
to laboratories and research facilities for the purposes of observing or conducting
research;

2. The visitor will be issued a Texas A&M University-Kingsville identification card, keys
to offices or laboratories, or otherwise be given access to the TAMUK computing
system in any manner; or

3. The visitor will be paid an honorarium, will be reimbursed for expenses, or will be
provided something of value.

6.2. No Authorization to Access Controlled Information, Controlled Physical Items

No international visitor may have access (whether verbal, written, electronic, and/or visual) to
controlled information or controlled physical items unless expressly permitted via an approved
TCP, license, or as authorized in writing by Office of Compliance. It is the responsibility of the
TAMUK employee hosting the visitor to ensure compliance with export control restrictions, and
to promptly disclose and report any violations to the empowered official or the Office of
Compliance.

6.3. Restricted Party Screening of International Visitors
Screening of international visitors includes the screening of the foreign entity or institution where
the International Visitor is employed. Screening is needed whenever a written or verbal invitation

to visit TAMUK is made to an international visitor regardless of whether:

(a) The international visitor is present or not in the United States.
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(b) TAMUK needs to sponsor the international visitor for visa purposes under the J-1 Visitor
Program.”

(c) TAMUK does not need to sponsor the international visitor for visa purposes because he
or she is traveling or has entered the United States under the Visa Waiver Program a B-
1/B.

6.4. Procedure to Notify and Request Authorization to Visit
6.4.1. Exempt International Visitors

TAMUK employees intending to host international visitors which are determined to be
exempt international visitors (as defined in section 6.1.1, Exempt International Visitors)
will contact their department’s assigned delegate at least 90 days in advance of the
intended visit. The department’s assigned delegate and the Office of Compliance will
work directly with the host in determination of any potential export controls issues
associated with such visit.

Any changes in the initial terms and intent of the visit that would make such exempted
international visitor fall under one or more of the non-exempt conditions listed in section
6.1.2, Non-Exempt International Visitors, will require the host employee to immediately
notify the Office of Compliance. The host will be responsible for completing the
International Visitor Request Form, Appendix F.

6.4.2. Non—Exempt International Visitors and Visitor Exchange Program

Prior to the visit, faculty, researchers, and administrators inviting and hosting
international visitors as non—exempt international visitors and visiting scholars, scientists,
or interns must complete a Visiting Scholar Acknowledgment, Appendix G, or any other
form identified from time—to—time by the Office of Compliance.

Completed Visiting Scholar Acknowledgment must be submitted to Office of Compliance
and the Office of International Student & Scholar Services. Submission is required
regardless of whether the visit involves or results in a financial disbursement (i.e.
honorarium, reimbursement of expenses, and alike) payable to the international visitor.
The Office of Compliance will conduct an export controls review of the proposed visit for
Texas A&M University-Kingsville. Any other export control issues raised in the
International Visitor Request form, Appendix F, will be addressed by the Office of
Compliance with the host department’s assigned delegate and the requesting host. If RPS
results cause restrictions to be imposed, The Office of Compliance must be notified by the
assigned delegate in an attempt to resolve such issues.

7 For example, Foreign Persons may come to visit TAMUK under the J-1 visitor program in the following instances:
(a) Sabbaticals with their own funding; (b) Conducting collaborative research funded by their home institution or
government; (c) Fulbright or other similar type of sponsorship; and (d) Student internship, paid or unpaid.
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Once approved, a copy of the approval (and associated documents) will be sent to the
requesting department, and the Office of International Student & Scholar Services to
initiate the visa process for those instances in which Texas A&M University-Kingsville
needs to sponsor the international visitor. This process will also be followed for instances
in which the international visitor is traveling under the Visa Waiver Program, a B-1/B-2
visa, or other nonimmigrant visa status as indicated properly on the annotated 1-94. In
the event that payment for services or reimbursement will be made, a Restricted Party
Screening must be completed prior to payment. When the international visitor is setup
as a vendor, a secondary screening pursuant to section 11.1 of this manual will be
conducted.

7.0 International Student Admissions

Admission applications received from citizens of embargoed countries including but not limited to,
Iran, Cuba, Syria, Sudan, or North Korea, will be subject to RPS prior to admission. An assigned
delegate will conduct screenings on applications received and the results will be added to the
applicant’s file. If there is a match resulting from the applicant’s screening, the delegate will submit a
Restricted Party Screening Request Form, Appendix E, with the applicant’s information to the TAMUK
Office of Compliance for secondary screening and further review/action. Records will be kept in
accordance with section 14, Recordkeeping.

8.0 Distance Learning

Distance Learning at Texas A&M University-Kingsville refers to credit-bearing, transcript courses
offered to registered students where the course delivery occurs in a setting where the students and
instructor of record are not in the same place at the same time or, where the instruction for the course
occurs at an approved, off-campus educational site. This instruction can be in the form:

A. Internet Courses

A course in which 85% or more of the planned instruction occurs when the students and
instructor(s) are not in the same place. This type, of course, may have mandatory face-to-face
sessions totaling up to 15% of the instructional time. Examples of face-to-face sessions include
orientation, laboratory, exam review, or an in-person test.

e face-to-face time = less than or equal to 15%
e web-substituted content = greater than or equal to 85%

B. Hybrid / Blended Courses

A course in which a majority (more than 50% but less than 85%), of the planned instruction, occurs
when the students and instructor(s) are not in the same place. Learning management systems
enhance delivery with pre-declared (on course schedule) face-to-face substitution.
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o face-to-face time = less than 50%
e web-substituted content = greater than 50% and less than 85%

C. Videoconference Courses

TTVN (formerly known as the Trans-Texas Videoconference Network) is the wide area data and
interactive communications network that serves the campuses and agencies of the Texas A&M
System. The network also serves some affiliated colleges and universities, K-12 school districts,
and state agencies throughout Texas. The core TTVN network consists of over 100 primary wide
area network sites and more than 300 videoconference sites.

Due to the element of distance in this education delivery method, export control concerns may arise.
It is the responsibility of the academic department offering the course and the instructor of record to
ensure export control requirements are reviewed before delivery and any concerns addressed with
the Office of Compliance.

8.1. Faculty

To ensure compliance with export controls, the faculty is required to verify the status of their
distance learning course in regards to the compliance guidelines in place. When offering a
distance learning course, faculty must first submit a Request to Offer Distance Education course
form. An acknowledgment box addressing compliance with export control protocols must be
reviewed and checked to submit the form.

If a faculty member is unsure about their course or its content, it is recommended that they speak
to the Office of Compliance.

8.2. Students

The export of service, including educational instruction, is prohibited to certain sanctioned and
embargoed countries.® This means that students cannot receive educational instruction without
a proper license while physically located in a prohibited country.

Before registration, each student will be asked to certify that they will not access any TAMUK
online courses while located in any embargoed or sanctioned country listed by the Office of
Foreign Assets Control (OFAC).

Every student must accept the Distance Learning - Export Control Acknowledgment before
registering for classes. Export Control compliance is required by law. Students who do not accept
the terms cannot register for classes.

8 See OFAC’s Sanctions Program and Country Summaries at
http://www.treasury.gov/resourcecenter/sanctions/Programs/Pages/Programs.aspx for the most current list of
embargoed countries and U.S. sanctions
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Texas A&M University - Kingsville makes no representation that materials available on online
courses are appropriate or available for use in other locations. Access to course content from
territories where such content is illegal is prohibited. Those who choose to access online courses
from the specified locations do so on their own initiative and are responsible for compliance with
applicable laws and registration penalties.

Students who plan on visiting any of the prohibited countries listed above while actively enrolled
in courses at TAMUK should contact the Office of Compliance

9.0 Student Engagement in International Activities & Programs

The TAMUK Office of International Studies & Programs is responsible for developing and
implementing internal operating procedures to ensure TAMUK study abroad activities and programs
are screened for compliance with export control laws and regulations, and will coordinate with the
Office of Compliance to do so. In the case of TAMUK students’ international travel, it is the
responsibility of the university activity organizer to seek and obtain appropriate export control
approvals from the Office of Compliance for activities including, but not limited to, the following:
execution of agreements performable outside the United States; non-credit bearing travel; and
making payments to Foreign Persons or vendors

9.1. Screening Students Engaged in Programs & Activities Outside the United States

All Foreign Persons enrolled in a TAMUK credit bearing program abroad or participating in a
TAMUK non-credit bearing program, activity, or field trip abroad, who have not previously
attended TAMUK and are not enrolled as continuing students at a college or university based in
the United States, will undergo RPS prior to participation in the Study Abroad program or in the
non-credit bearing program, activity, or field trip as soon as reasonably possible once identified.

9.2. Screening Procedures

The International Studies & Programs assigned delegates will be responsible for completing RPS
for Foreign Persons involved in TAMUK student international travel. Records will be kept in
accordance with section 14, Recordkeeping.

10.0 International Travel

TAMUK employees and students traveling on TAMUK business or traveling with TAMUK property are
responsible for complying with export control laws and regulations when traveling outside the U.S. A
license may be required depending on which items are taken, which countries are visited, or whether
defense services/information are provided to a Foreign Person. The traveler or the traveler’s
supervisor should work with their administrative department’s or academic college’s assigned
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delegate for an export control assessment of their international travel and contact the Office of
Compliance with any potential export control concerns.

When planning a trip abroad, travelers should think about the purpose of their trip, who they plan to
interact with, what they will take, where they will go and how long will they be gone when making
export control assessments. Items that are not needed should not be taken abroad. International
travelers should consult with their administrative department’s or academic college’s assigned
delegate if they are thinking about taking encrypted software, Controlled Items/Information,
unpublished research data or data not in the public domain, or if traveling to an embargoed® country
to conduct university activities. Some travel related activities/destinations may be prohibited and
others may require a license. The Office of Compliance can assist the assigned delegates with these
assessments and ensure compliance with export control requirements.

10.1. TAMUK-owned Electronic Devices

TAMUK employees and students traveling outside the U.S will not export university owned/issued
electronic devices, including but not limited to, laptops and tablets without prior authorization. If
an electronic device is required for international travel, TAMUK employees must request a loaner
device from Information Technology Services (ITS). Only TAMUK loaner devices from ITS will be
allowed to be carried internationally. Requests for ITS loaner devices must be made at least two
(2) weeks before international travel. While in a foreign country, travelers must utilize the TAMUK
Virtual Private Network (VPN) connection. The VPN requires the use of DUO 2-factor
authentication. Additional information about exporting devices can found in the “Traveling
Internationally with Electronic Devices” Handout in Appendix I.

10.2. Export License Exception Certifications

Most travel for conferences will fall under an exclusion to the export control regulations, e.g., the
Publicly Available/Public Domain Exclusion, 22 C.F.R. 120.11 and 15 C.F.R. 734.3. Information that
is published and is generally accessible to the public through publication in books or periodicals
or information that is presented at a conference (excluding a closed conference), meeting,
seminar, trade show, or other open gathering is considered to be in the public domain. An open
gathering is one in which members of the general public are eligible to attend, and attendees are
permitted to take notes.

TAMUK employees and students traveling outside the U.S. with laptops, PDAs, cell phones, data
storage devices, or encrypted software must ensure that there is no Controlled Information on
such devices unless there is a specific license or other authorization in place for the information
for that destination. Any individual intending to travel with or transmit Controlled Information
outside the U.S. should first consult with the assigned delegate in their department or academic
college. There are a number of exceptions and exclusions which may apply depending upon the

9 See OFAC’s Sanctions Program and Country Summaries at
http://www.treasury.gov/resourcecenter/sanctions/Programs/Pages/Programs.aspx for the most current list of
embargoed countries and U.S. sanctions
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facts and circumstances of each case. If personal computers or other storage devices are taken
abroad that contain encrypted software, a government license or other government approval for
export may be required when traveling to certain countries.

Temporary exports under the "Tools of Trade" license exception apply when equipment and
encrypted software are:

(a) Hand-carried with the individual while traveling,

(b) Carried in the luggage or baggage that travels with the individual, or

(c) Shipped no more than thirty days prior to the individual’s departure or may be shipped to the
individual at any time while the individual is outside the country.

Generally, no government export license is required so long as an individual:

(a) retains their laptop computer, PDA, cell phone, data storage devices and encrypted software
under their personal custody and effective control for the duration of travel; (Note: In some
instances, personal custody requires the person to have with them during meals, etc.)

(b) does not intend to keep these items in these countries for longer than 1 year; and

(c) the individual is not traveling to an embargoed country?®,

Note that these license exception is not available for equipment, components, or software
designed for use in/by/with most satellites or spacecraft. “Effective control” means retaining
physical possession of an item or maintaining it in a secure environment.

Researchers frequently need to take other TAMUK equipment temporarily outside of the United
States for use in university activities. Often, but not always, the “tools of trade” license exception
applies. Some equipment (e.g., global positioning systems (GPS), thermal imaging cameras,
inertial measurement units, and specialty software) is highly restricted and may require an export
license, even if one hand carries it. Individuals intending to take TAMUK equipment other than a
laptop computer, PDA, cell phone, or data storage devices, abroad should contact their
department’s or academic college’s assigned delegate and notify Research Compliance, if related
to research, to determine if an export license or other government approval is required prior to
taking the equipment out of the country. See attached Export License Exception (TMP), Appendix
C, for use by travelers as appropriate, to document the application of the one-time license
exception for university property.

e The (TMP) Certification documents the “tools of the trade” items a traveler plans to take
(such as a university laptop or any other device owned by the university)

It is important to note that activities involving teaching or training Foreign Persons how to use
equipment may require a license. Contact the Office of Compliance for information on applicable
travel exemptions and exceptions.

10 See OFAC’s Sanctions Program and Country Summaries at
http://www.treasury.gov/resourcecenter/sanctions/Programs/Pages/Programs.aspx for the most current list of
embargoed countries and U.S. sanctions
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10.3. Student Travel

For student travel information, please see section 9.0, Student Engagement in International
Activities & Programs.

11.0 Financial Transactions, Procurement, and Contracts

TAMUK (Accounts Receivables, Cash Management, Disbursements, and Procurement and Contracts),
in cooperation with the Office of Compliance, is responsible for developing and implementing
procedures to screen financial transactions as appropriate for compliance with export control laws
and regulations.

11.1. Financial Transactions

11.1.1.Vendors

TAMUK departments that use Javelina Buy will have RPS completed by Texas A&M
University for all international non-employee vendors in accordance with their internal
procedures. TAMUK departments not using Javelina Buy will request that their
department’s assigned delegate complete required screenings, print out the notification
and attach it to the vendor application. This procedure ensures that due diligence was
done by the department and the Accounts Payable and Property Accounting office can
proceed to setup said vendor in our internal accounting system.

11.1.2.Wire Transfers

Restricted Party Screenings will be conducted for all international wire transfers by the
department/college delegate assigned to the requesting department. Once all required
documentation is received by the Accounts Payable and Property Accounting office they
will begin the wire transfer process. The university will utilize Flywire (formerly
peerTransfer) to make payments to student accounts by international wire transfer.
Flywire has strict internal controls and insurance programs in place to ensure funds are
safe. Flywire also enforces strict information security and privacy policies. All names and
addresses of senders will be passed through certified checkpoints using the LexisNexis
database and risk management solutions. Records will be kept in accordance with section
14, Recordkeeping.

11.1.3.Accounts Receivables

Departments invoicing Foreign Persons or entities will contact their assigned delegate
before sending the invoice or invoice request. Once the assigned delegate receives the
appropriate documentation he/she will then conduct RPS and respond to the requesting
department with a notification of the completed RPS. Once all of the required
documentation is received, the Accounts Payable and Property Accounting will proceed
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with accepting the incoming international wire transfer. Records will be kept in
accordance with section 14, Recordkeeping.

11.2. Procurement

TAMUK employees making international purchases under department delegation will be
responsible for ensuring such transactions comply with export control laws and regulations.
These employees are also responsible for coordinating with the Procurement Services office,
along with their department’s assigned delegate, to resolve any export control issues prior to the
intended purchase. International purchases coordinated through Procurement Services require
departments’ assigned delegates to conduct RPS. Each department is responsible for contacting
their assigned delegate to conduct RPS prior to an international purchase. If the intended
purchase falls within any of the controlled categories on the U.S. Munition List (USML), or the
Commerce Controlled List (CCL), the item must be classified prior to purchase, see Appendix B,
Classification of Export Controlled Items. The Office of Compliance will coordinate any license
applications or Technology Controlled Plans (TCP) for export-controlled items as needed. If the
assigned delegates are unsure of any export controls compliance associated with procurement,
such as purchasing of export—controlled equipment or items, they must contact the Office of
Compliance for additional assistance.

11.3. Non-sponsored Agreements and Contracts
11.3.1. Non-Sponsored Agreements and Contracts

For contracts (such as Memorandum of Understandings, Memorandum of Agreements,
or MTAs) processed through TAMUK, RPS will be conducted on all international sponsors,
and such agreements will be assessed for export control implications. The Procurement
Services Office will notify its department’s assigned delegate by forwarding agreements
and non— sponsored contracts so RPS and export control assessments can be conducted.
The Procurement Services department’s assigned delegate will return such agreements
to Procurement Services as notification of the completed RPS and assessment. Records
will be kept in accordance with section 14, Recordkeeping.

11.3.2. Independent Contractors

For independent contractor requests processed through the Procurement Services Office,
RPS will be conducted for international independent contractors before the work and
transaction processes take place. Requesting departments are required to complete a
Restricted Party Screening Request form, when requesting for a screening of independent
contractors. The department’s assigned delegate must receive a completed form so RPS
can be conducted. The assigned delegate will return the form and screening results to
Procurement Services as notification of the completed RPS. Records will be kept in
accordance with section 14, Recordkeeping.
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11.4. Hosted Conferences Allowing International Participation

RPS will be conducted for all international registrants attending conferences hosted by TAMUK
employees. The hosting department’s or college’s assigned delegate will coordinate with the host
employee to ensure materials being presented and locations toured do not need any further
export control compliance actions.

A. Event Planning Managed Conferences

The event host must provide their department’s assigned delegate access to conference
registration rosters for those conferences offering international participation. The assigned
delegate will conduct RPS for international registrants periodically as the conference date
approaches. Additionally, the event host must contact the assigned delegate ensure no
further export controls compliance action items are needed in relation to such conference.
Records will be kept in accordance with section 14, Recordkeeping.

B. Conferences Managed by Other Entities

If a TAMUK employee intends to host a conference not managed through Event Planning
and allowing international participation, the host will contact their college or department’s
assigned delegate to work through any potential export controls concerns. RPS will be
conducted by the assigned delegate and they will work with the host in ensuring no further
export controls compliance action items are needed in relation to said conference.

12.0 Technology Commercialization

TAMU Technology Commercialization (TTC) has developed, implemented, and maintained procedures
to address the export control implications of their work, including procedures related to RPS,
invention disclosure screening, etc. All new TAMUK technology disclosures will be reviewed by the
Office of Compliance, and other offices as appropriate. Any potential export—controlled issues will be
referred to the Office of Compliance or appropriate A&M System member compliance office for
recommended handling.

13.0 Shipments

It is the responsibility of TAMUK employees who are shipping items outside, or inside, the U.S.
(including hand—carrying items such as research equipment, computers, materials, data, chemicals,
or biological materials) to comply with export control laws and regulations. Any transfer of project
information, equipment, materials, or technology out of the U.S. by any method may be subject to
export control restrictions, may require an export license or may be prohibited depending on the item,
destination, recipient, and end—use. Even if an item is cleared through U.S. Customs, it may still
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require an export control license. Employees must contact their college /department’s assigned
delegate with assistance in shipping.

The simple act of sending a package to a foreign collaborator can result in a violation of export
controls. Also, shipping to countries subject to embargoes!! must first be cleared by the assigned
delegate. Department personnel who are responsible for shipping packages out of the country should
obtain a list of contents before shipping, and contact their college/department’s assigned delegate
with any questions.

Individuals planning to ship any biological material and/or chemical must contact the TAMUK
Environmental Health and Safety Office for authorization prior to shipping. The Environmental Health
and Safety Office will work with the Office of Compliance on requests involving shipments of
controlled chemicals and/or biological materials. Shipments of controlled items should be planned
well in advance with the Office of Compliance, as it may take several weeks to several months to
obtain any necessary licenses.

Every effort should be made to correctly label a package and accurately represent the classification
of the item because mislabeling and misclassification, regardless of intent, is a violation of the law.
Under— invoicing or under—valuing an exported item is a violation of law, as reporting an incorrect
export value on a Shippers Export Declaration also violates export regulations.

A shipping decision tree is available in Appendix B of this manual for shipping—related questions and
concerns. Any potential export control issues regarding shipping should be referred to Office of
Compliance for assistance and resolution.

14.0 Recordkeeping

Records required to be maintained by export control laws and regulations will be kept for the longer
of:

A. the record retention period required by the applicable export control regulations (see 15 C.F.R.
Part 762 (EAR); 22 CFR Sections 122.5, 123.22, and 123.26 (ITAR); and 31 CFR 501.601(OFAC), or

B. the period required for the retention of records as set forth in System policies and regulations,
university rules/procedures, and the System records retention schedule.

Records will be maintained by the Office of Compliance or other relevant departments and offices, as
appropriate. Unless otherwise provided for, all records indicated herein will be maintained consistent
with the System record retention schedule, and must be retained no less than five (5) years after the

11 See OFAC’s Sanctions Program and Country Summaries at
http://www.treasury.gov/resourcecenter/sanctions/Programs/Pages/Programs.aspx for the most current list of
embargoed countries and U.S. sanctions
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project’s TCP termination date or license termination date, whichever is later (subject to any longer
record retention period required under applicable regulations).

14.1 Secure Computing Enclave

As described in the Defense Federal Acquisition Regulation Supplement (DFARS) 252.204-7012,
research utilizing or developing Controlled Defense Information (CDI) is subject to the standards
outlined by the National Institute of Standards and Technology Special Publication 800-171 (NIST
SP 800-171). The A&M System Research Security Office (RSO) has determined that meeting most
of the technology requirements of NIST SP 800-171 can be accomplished by deploying a Secure
Computing Enclave (SCE) for the A&M System. The Texas A&M University System Research
Security Office administers the System’s controlled unclassified information program. TAMU-K
will work closely with the System RSO when materials are identified necessitating CUI related-
protection.

15.0 Monitoring

Export control compliance and monitoring is a shared responsibility coordinated by TAMUK’s Export
Control Office in cooperation with various other offices and departments within Texas A&M
University-Kingsville.

To maintain the TAMUK export control compliance program, and ensure consistent adherence to U.S.
export control laws and regulations, TAMUK has adopted the following Export Control Compliance
Monitoring Plan.

15.1. Office of Compliance

As part of its overall responsibility for directing and monitoring TAMUK’s export control
compliance program, The Office of Compliance will conduct periodic self-assessments of TAMUK’s
compliance with export control laws and regulations and report its findings to the Empowered
Official and/or President as appropriate. The purpose of the reviews is to identify possible
violations, and to identify deficiencies in training, procedures, etc. that can be rectified.

The reviews will assess the adequacy of procedures designed to ensure compliance with export
control laws and regulations; evaluate controls implemented to ensure compliance with TAMUK
rules and procedures; and test the effectiveness of the controls in one or more areas such as:

(a) Recordkeeping

(b) Procedures

(c) Training/Education

(d) Restricted party screening

(e) Technology screening and control plans
(f) Project/transaction screening

(g) Personnel/visitor screening
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The reviews will be conducted on a periodic basis. The results of the reviews will be reported to
the Empowered Official.

The Office of Compliance will work with TAMUK departments and colleges to ensure that any
deficiencies identified will be rectified by the affected TAMUK office and will conduct appropriate
follow up to monitor the implementation of any corrective actions. Suspected violations of U.S.
export control laws or regulations will be reported to Empowered Official and/or President as
appropriate.

15.2. Other Offices

TAMUK departments and colleges with responsibility for administering components of TAMUK's
export control compliance program designate their assigned delegate to perform routine internal
monitoring of export control procedures and practices within their assigned department or
college as outlined above. The scope of these internal reviews should be consistent with section
15.1.

The internal reviews should be conducted on a periodic basis. The results of the internal reviews
should be reported to the department/college head, the Office of Compliance, and/or the
Empowered Official. The department/college head is responsible for addressing any deficiencies
and for following up on corrective actions. Any suspected violations of U.S. export control laws or
regulations will be reported to the Empowered Official through the Office of Compliance.

16.0 Training

All TAMUK employees are required to take TrainTraq Course #2111212, basic export control online
training course at least once every two (2) years. Additionally, the information security awareness
training program delivered via TrainTraq includes an export control component, and is required for all
TAMUK employees. Depending on the nature of an individual’s activities and/or job functions, a
TAMUK employee may be required to take supplemental export control training as deemed
appropriate by the individual’s supervisor and/or the empowered official.

Face—to—face training opportunities will be made available to TAMUK employees in efforts to raise
awareness and further explain employee responsibilities. Contact the Office of Compliance to
schedule face—to—face training sessions.

17.0 Possible Violations
Each TAMUK employee has the responsibility to report possible violations of U.S. export control laws

or regulations. Suspected violations should be reported by one of the following methods:

Texas A&M University-Kingsville | Export Controls Compliance Program Manual
Page 30 of 64



(1) To the Empowered Official or the Office of Compliance at (361) 593-4758,
ExportControls@tamuk.edu;

(2) through the EthicsPoint website at
https://secure.ethicspoint.com/domain/media/en/gui/20501/index.html

Possible violations of U.S. export control laws or regulations will be investigated by the empowered
official, to the extent deemed necessary. The empowered official is authorized by the university
president to suspend or terminate a research, teaching, testing, or other activity if the empowered
official, or designee, determines that the activity is not in compliance or will lead to noncompliance
with export control laws and regulations. The empowered official may determine whether notification
to an appropriate government agency is required.

18.0 Disciplinary Actions

There are severe institutional and individual sanctions for violations of export controls laws including
civil and criminal penalties up to and including imprisonment. In the event of suspected non-
compliance with processes set forth in this manual, or corresponding A&M System policies and
regulations, and/or university rules and procedures, the Non—Compliant Explanation form, Appendix
H, will be completed and submitted to the corresponding department/college head and empowered
official for review. Additionally, employees may be subject to disciplinary action based on the severity
of the infraction. This could include (but is not limited to) a letter of reprimand, or loss or suspension
of any of the following: research funding, export privileges, international travel privileges,
procurement privileges, international visitor hosting opportunities, conference attendance
opportunities, university inventory access, or termination in accordance with the university rules and
A&M System policies and regulations.
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Appendix A — Definitions

Controlled Information — Information about controlled physical items, including information which is
required for the design, development, production, manufacture, assembly, operation, repair, testing,
maintenance, or modification of controlled physical items and may be released through visual
inspection, oral exchanges, or the application of personal knowledge or technical experience with
controlled physical items. It also includes information in the form of blueprints, drawings, photographs,
plans, instructions, and documentation. Further included in this definition are non-physical items
(software and algorithms, for example) listed under EAR and ITAR. (See 15 CFR 730-774 and 22 CFR 120-
130 for further details.)

Controlled Physical Items — Controlled physical items are dual-use technologies listed under the EAR
and defense articles listed on ITAR’s USML. (See 15 CFR 730-774 and 22 CFR 120-130 for further details.)

Deemed Export — A release of technology or source code to a Foreign National in the United States. A
“deemed export” is considered an export to the country of nationality of the Foreign National.

Defense Article — Any item or technical data designated on the United States Munitions List See ITAR
§121.1.

Defense Service means:

1. The furnishing of assistance (including training) to Foreign Persons, whether in the United States
or abroad in the design, development, engineering, manufacture, production, assembly, testing,
repair, maintenance, modification, operation, demilitarization, destruction, processing, or use of
defense articles;

2. The furnishing to Foreign Persons of any technical data controlled under the USML (see 22 CFR
§120.10), whether in the United States or abroad; or

3. Military training of foreign units and forces, regular and irregular, including formal or informal
instruction of Foreign Persons in the United States or abroad or by correspondence courses,
technical, educational, or information publications and media of all kinds, training aid,
orientation, training exercise, and military advice. (See also 22 CFR §124.1.)

ECCN — The Export Control Classification Number (ECCN) is the number assigned to each specific
category of items or technology listed specifically on the Commerce Control List maintained by the U.S.
Department of Commerce, Bureau of Industry and Security. Commaodities, software and technology that
do not fit into a specific ECCN are classified as “EAR 99” and, while they may be exported to most
destinations, may still be controlled for export to certain sanctioned entities or a few prohibited
destinations.

Exempted International Visitor — Exempted International Visitors are International Visitors who are
exempt from RPS if no honorarium or reimbursement of expenses will occur and if one or more of the
following conditions exist with respect to the anticipated visit of the International Visitor:

1. meet with colleagues to discuss a research project or collaboration,
2. tour labs or research facilities that are not otherwise restricted per se, or
3. participate in general academic or scientific meetings or presentations.
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Export — An export occurs when a controlled physical item or controlled information is transmitted
outside the United States borders or when a controlled physical item or controlled information is

transmitted to a Foreign Person in the United States. When a controlled physical item or controlled
information is transmitted to a Foreign Person in the United States, it is known as a deemed export.

The term “export” is broadly defined. It generally includes:

1. actual shipment of any controlled physical items;

2. the electronic or digital transmission of any controlled information;

3. any release or disclosure, including verbal disclosures and visual inspections, of any controlled
information; or

4. actual use or application of controlled physical items or controlled information on behalf of or
for the benefit of a Foreign Entity or Person anywhere. Complete definitions of the term
“export” are contained in the federal regulations.

Foreign Person/ Foreign National — For export control purposes, a Foreign Person includes any
individual in the United States in nonimmigrant status (i.e., H-1B, H-3, L-1, J-1, F-1, B-1, Practical
Training) and individuals unlawfully in the United States.

A Foreign Person is also any branch of a foreign government or any foreign corporation or group that is
not incorporated or organized to do business in the United States.

For export control purposes, a Foreign Person is not an individual who is a United States citizen, lawful
permanent resident of the United States, a refugee, a person protected under political asylum, or
someone granted temporary residency under amnesty or Special Agricultural Worker provisions.

International Visitor — Foreign Persons having a residence in a foreign country, who are not employees
or enrolled students of TAMUK, and are coming to TAMUK on a temporary basis as a result of a verbal or
written invitation made to the Foreign Person by a faculty member, researcher, or administrator of
TAMUK.

Knowledge — When referring to a participant in a transaction that is subject to the EAR, knowledge (the
term may appear in the EAR as a variant, such as “know,” “reason to know,” or “reason to believe”) of a
fact or circumstance relating to the transaction includes not only positive knowledge that the fact or
circumstance exists or is substantially certain to occur, but also an awareness that the existence or
future occurrence of the fact or circumstance in question is more likely than not. Such awareness is
inferred, inter alia, from evidence of the conscious disregard of facts and is also inferred from a person’s
willful avoidance of facts.

” u

Manufacturing License Agreement — An agreement whereby a U.S. person grants a Foreign Person an
authorization to manufacture defense articles abroad and which involves or contemplates:

1. the export of ITAR controlled technical data or defense articles; or
2. the use by the Foreign Person of ITAR controlled technical data or defense articles previously
exported by a U.S. person. (ITAR C.FR. § 120.21)

Material Transfer Agreements (MTAs) — A contract that governs the transfer and use of tangible
research materials.
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Non-disclosure Agreement (NDAs) — A contract governing the use and disclosure of confidential and
proprietary information.

Re-export — The transfer of articles or services to a new or different end-use, end-user, or destination.
Release — Technology or software is “released” for export through:

1. visual inspection by Foreign Persons of U.S.-origin equipment, facilities or documentation;

2. oral or written exchanges of information in the United States or abroad; or

3. the application to situations abroad of personal knowledge or technical experience acquired in
the United States.

System Member(s) — Refers to all members of The Texas A&M University System.

” u

Technology — Specific information necessary for the “development,” “production,” or “use” of a
product. The information takes the form of “technical data” or “technical assistance.”

Technical Assistance — May take forms such as instruction, skills training, working knowledge, and
consulting services. Technical assistance may involve the transfer of “technical data.”

Technical Assistance Agreement (TAA) — An agreement for the performance of ITAR-controlled defense
services or the disclosure of ITAR-controlled technical data. (22 CFR § 120.22)

Technology Control Plan (TCP) — A Technology Control Plan (TCP) lays out the requirements for
protecting export-controlled information and equipment for projects conducted at TAMUK. TAMUK has
developed a TCP template for use on such projects.

Technical Data — Includes information “required for” the design, development, production,
manufacture, assembly, operation, repair, testing, maintenance, or modification of defense articles. It
may take forms such as blueprints, plans, diagrams, models, formulae, tables, engineering designs and
specifications, manuals, and instructions written or recorded on other media or devices such as disk,
tape, and read-only memories.

Trip Leader — A TAMUK faculty/staff/student leader(s) who conducts an international field trip or short
program abroad and is accompanied by a group of students, either graduate and/or undergraduate.

Use — Operation, installation (including on-site installation), maintenance (including checking), repair,
overhaul, and refurbishing.

Virtual Private Network — A secure method of connecting to a private network at a remote location,
using the internet or any unsecure public network to transport the network data packets privately, with
encryption.

Visiting Scholar Host — The TAMUK employee who extends the offer, secures approval for visits, and
takes responsibility for overseeing and monitoring the visiting scholar when that individual is accessing
TAMUK facilities and resources.
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Appendix B — Decision Making Trees

Export Control Decision Making Tree for Administration of Contract Provisions of Concern

Dioes the Contract restrict publication or
presentation of research results?

-
o

Dioes the contract imit or prohikit foreign
nationzls/persons from performing woark or
accessing ressarch results?

-
o

Dioes the contract prohibit results or deliverables
from being disclossd or delivered to any country or
persons?

-
o

will any information used in the project be
obtained from a third party subject to non-
disclosure obligations?

Dioes the research take place outsids of the UE?

-
o

‘Will research results be considersd trede secrets,
confidentizl, or proprietary information owned by
the sponsar?

-
o

‘will forgign persons have access to controlled
infarrmation or controlled physical items?

-
o

YWYV

Is any equipment or encryption software required
to be delviersd as part of the project?

-
&

€EECECECECECK

4 )

Further review of
this contract/
project for export
control compliance
is necessary and
may require the
development of a
Technelogy Control
Plan (TCP).

Please contact
Research
Compliance,
Office of
Research and
Sponsored
Programs with
further guestions

P:(361) 593-4764
researchcompliance

@tamuk.edu

J

YES

(

Mo additional review of this contract/project for compliance with
sxport controls is necessary at this time. Changes in the
contract/project required 2 new revisw.

Is the equipment of
software listed on an export
controls list?

Texas A&M University-Kingsville | Export Controls Compliance Program Manual

Page 35 of 64



Appendix B — Decision Making Trees

Export Control Decision Making Tree for International Visitors

Purpose of Invitation

Will the visitor have any involvernent on a research
project of collaboration, or have access to labs and YES
research facilities to observe or conduct research?

Will the visitor be issued TAMUK ID card, keys to
offices or labs, or given access to TAMUK computing YES
systems in any way or manner?

Will the visitor receive payment of honerarium,

reimbursement of expenses, or given something of YES
value? If yes, Restricted Party Screening results

must be submitted prior to payment.

Will the visitor meet with colleagues to discuss a

research project or collaboration in which he/she is YES
not actively working where there is no exchange of

controlled information or technology?

Will the visitor tour labs or research facilities that

are not otherwise controlled? YES

Will the visitor participate in general academic or

scientific meetings, or give lectures, presentations, YES
or seminars? *

* Visitors cannot be part of discussions where there is an exchange
of contrelled information or technology.

For Export Control questions please contact:

7

The host must complete
the International Visitor
Request Form and submit
to their Visual
Compliance/Export Control
delegate. A Restricted
Party Screening (RPS) is
regquired prior to visit.

Non-Exempt \

All Non-Exempt visitors
must complete the Visiting
Scholar Acknowledgment
form.

Exempt

The host must complete
the International Visitor
Request Form and submit
to their Visual
Compliance/Export Control
delegate. Restricted Party
Screening (RPS) is required
prior to visit.

. J

NOTE

ExportControls@tamuk.edu

TAMUEK employees who invite international visitors will
assume fiduciary responsibility.

Forms can be located on our Export Controls website
under the Forms and Resources section. Please submit all

forms to your Export Control Delesate.
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Appendix B — Decision Making Trees

Classification of Export Controlled Items
ITAR and EAR Control Lists by Major Categories

When purchasing an item, pleasze raview the following hsts. If the item intanded for porchase falls within these

confrolled catepories, pleaza contact vour department/colleze export control dalagate so they may conduct the

appropriate export controls screaning: prior to the purchaza of the e For quastions or clarification, pleazs

contzet the Offics of Compliancs vz email at exporteontrols@tammbk adu. Additonal mformation 15 available at:
= farerer famuke edu/comphianceexport-controls html

International Traffic in Arms Regulations (ITAR)
1.5, Mmitioms List (TSR e pnddte state zovresnlations laws/itar himl

Tha USML 1dentifiss spacially dazizned malitary technologies and svetams, meluding tachnologies specially dazizned

Catagory | - Firearms, Close Assanlt Weapons and Combat Shotguns

Category II - Guns and Armament

Category I - Avmrimition' Ordnanes

Category IV - Launch Vehicles, Guded Missiles, Ballistic Mizziles, Fockets, Torpedoes, Bombs and Ilines
Category V - Explosrves and Energstic hatenzls, Propellants, Incandiary Agents and Ther Constiiuents
Category VI - Surface Vessels of War and Special Waval Equpment

Category VII - Ground Vehicles

Category VIII - Adrcraft and Felated Articles

Category [X - Military Traming Equipment and Traimng

Catagary X - Perzonal Protactive Equipmeant

Category X1 - Military Electronics

Category X1 - Fire Control, Laser, Imaging, and Guidance Equipment

Category X1 - Materials and Miscallaneous Articlaz

Category XIV - Toxicological Agants, Including Chemical Agants, Biclogical Agentz, and Associated Equpment
Catagory XV - Spacecraft and Eelatad Articles

Catagary 2V1 - Muclear Weapons Ralated Articles

Categary 2V - Clazsified Arhelss, Teckniczl Data and Defanze Servicss Wot Othernnze Enumerated
Category XVIII - Directed Energy Waapons

Category XI¥ - Gas Turbine Engines and Aszzociated Equipment

Category 20 - Bubmerzible Vessels and Related Articles

Category 20{1 - Articlas, Technical Data, and Defenss Services Mot Otheradze Emimerated

Export Administration Regulations (EAR)
Commerce Control List (CCL) - wwrer access. Fpo. sov/bis‘ear’ear data himl
Sea Part 774 - The Commerce Control List

Tha CCL idantifies most other common items, materials, software, and technelogies not on the TSKML which are in
the U5, or of U8, ongmn that are also considared "dual use" in natura, that 1s items promarily used in crvilian and
commmercial applications and petantially m mulitary, terrorizm, weapons of masz destruction (WD )-related
applicationz (EAR 2016). The CCL 1= divided mio ten broad categories, and sach category 1z further subdivided into

fiva product groups.
Commerce Control List Categories Five Product Groups
Catagory 0 - Muclear Matanals, Facilities & Equipment A - Bvetams, Equipment and Components
Catagary 1 - Materials, Cherieals, Mlicroorgamizms, and Toxime B - Test, Inspaction and Produrtion Equiprmet
Category 2 - Iatenials Procesans C - Matenal
Category 2 - Electromies Diesizn and Preduction D - Software
Category 4 - Computers E - Technology

Catagory 3 (Part 1) - Telecommumications
Category 3 (Part 2) - Information Secunty
Category & - Sensors and Lazers

Category 7 - Mavization and Avicnics
Catagory B - Iarine

Catezory 9 - Asrospace and Propulsion

032017
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Appendix B — Decision Making Trees

Export Control Decision Making Tree for Shipping

Is the item going to an

Yes Embargoed destination? No
A
This shipment may be —r
pmhibi‘ed, contact your Is the item controlled fO;
department/college authorized Yes export control purposes?
export controls delegate.
Y
(" Contact your R
department/college
TaR authorized export EAR
controls delegate for
review.
! \_ of 3
The item is controlled for Do any General
[~ | ITAR purposes, contact the Prohibitions apply to this
Office of Compliance. Yes shipment (countries, uses
or other restrictions)?
Neo
v
Do any exemptions® v
rd
apply? # Theitem is eligible to ship as
Yes “No License Required” (NLR)
+ retain all documents that ledto |«
Is an Export License J th":;m’;t_'on and
required? - » proc ipments.
Yes A
Ship item
y accordingly.
Apply for Export
License.

Once an Export License is
received, ship item
according to government
instructions.

*See 15 CFR Part 740, “License Exceptions”

http://www.ecfr.eov/cgi-bin/text-idx?c=ecfr&tpl=/ecfrbrowse/Title15/15cfr740 main 02.tpl
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Appendix C — Sample Forms — International Travel Forms

| EXAS AAM

P TRy E LV E RS T Y]

Export License Exception (TMP) Certification for
Export Administration Regulations (EAR)
Controlled Items, Technology, and Software

Thiz exception (THF] con be wsed for travel |§|'a'e 05 wien you are toking items or technology that would normelly require @ license from the
Department af Commerce,

The exemption covers the export of items, technology, commercial software, and encryption code subject o export contral regulotions [this includes
laptops PDAs and digital storage devices), The Department af Commerce s Export Administration Regulations [EAR) makes an exception to license
requiremeants for tie temparary export or reexport of certmin items, technolagy, or software for professional wse os long as the criteria in this certification
ere meL

The exemption does not apply to any EAR sateflite or space-refated equipment, components or software, or to any techrology arsaoiated with figh-level
encryption products. The exemption connet be used for travel to frar, Syria, Cuba, North Korea or Suden, This exception DOES NOT appily to items,
technolagy, date. or software regulated by the Department of State’s Intermational Traffic in Arms Regulotions [TTARL

Record Keeping: The regulotions require the use ofthis cense exception be documented, and records must be ket for fve yeors.

Directions: Complete the exception form and submit to the Office of Compliance a minimum of THO WEEES priarto departure. Retmin a copy
| for your records for five years beyond the end of the trip,

Ta: TAMUEK Office of Compliance

From (Full Name}: | | Titles )

College/ Division: Date:

Re: Export Licepse Exception for Temparary Exports, Feexports*

Flease Select Y/N: [ this travel related to asponsored research project? |

[fyes, list all applicable project numbers ftitles:

The export of items, technology, commercial seftware, and encryption code is subject to export contrel regulations (thisincludes
laptops, PDAS and digital storage devices), The Department of Commerce's Export Administration Regulations (EAR) makes an
exeeption to license requirements for the temporary export or reexport of certain items, technology, or software for professional use
as long as the criteria to which you are certifying below are met. The exception does not apply to any EAR satellite or space-related
equipment, components, or software, er to any technology associated with high-level encryption product=. In addition, this exception
does not apply to items, technelegy, data, or software regulated by the Department of State’s International Traffic in Arms Regulaticns
[ITAR).

Provide a detailed description of items, technology or seftware to which this certification applies:

[Provide the type of device, brand, medel, model number, and export control classification number of each item)

)
)
-]
[14]
(=]
[}
=1
(=]

[n
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Appendix C — Sample Forms — International Travel Forms

Export License Exception (TMP) Certification

Country fcountries traveling to: |

Drate departing the United States: | Diate returning to the United States:

Flease Select Y /M: Will any of the items, technology, or software be consumed ordestroyed
abroad during yourtrip?

If wes, which items, technology or software will be consumed or destroyed abroad during your trip?

By my signature below, I certify that:

1, D'will ship or hand-carry the items, technology or software to the country/countries noted abeve as a "tocl of the trade” to conduct
TAMUEK business only,

3, lwill return the items, technology. or software to the United States on the date above, which is no later than 12 moenths from the
date of leaving the United States unless the items, technologaor software are certified by me to have been consumed or destroyed
agbroad during this 12 month period,

7. I'will keep the items, technology, or seftware under my “effective control™ while abroad [defined as retaining physical possession
of item or keeping it secured in a place such as hotel safe, 2 bendediwvarehouse, or addcked or guarded exhibition facility),

4, Dwill take security precautions to protect against unauthorized release of the technology while the technology is being shipped or
transmitted and used abroad such as:

3, use of secure conneptions when aseessing e-mail and ather business activities that involve the transmission and use of the
technology,

h. usedfpassword systems on glectronic devices that store technology, and
¢ useof personal firewalls@n electbonic devices that store technolegy.

g, [will not ship or hand-carry the items, technology, or software to Iran, Syria, Coba, North Korea, or Sudan withowt
consulting with TAMUK's Office of Compliance., If] am planning to travel to these countries, 1 will consult with the Office of
Compliance.

Signature [

*Keep o signed copy with you whan travefing abroad

=3
(]

Page 2o
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Appendix D — Sample Forms — Technology Control Plan

Texas A&M University—Kingsville

Techmology Control Plan

Statement of Commitment

Taxaz A&M Unmversity—Emgsville (TAMUEK) 1= conumitted to export control compliance and adheres fo
United States export control laws and regulations. All emplovess and students st be aware of and are
rezponsible for, any expert confrol related implications of their work and must ensure that their activities
conform to export control laws and regulations. Individuals, as well as the university, may be subject to zevere
penaltiaz for viclations of export comtrol laws and regulations. These penalties could melude the loss of
rezearch fimding, the loss of export privileges, a= well as crimmal and eril penalfies.

If the propozad project’activity/squipment involves, or has the potential to inveolve, the receipt and/or uze of
export-confrolled ems, technolegy, or mformation, the project'actvity is subject to erther the State
Department’s Intamational Traffic m Arms Regnlations (ITAR)22 CFR Parts 120 — 130} or the Department
of Commerca’s Export Administration Fagulations (EAR) (15 CFR 55734 8 and 734 5) and/or other axport
contrel regulations.

Export-controllad technical information, data, items, software, hardwrare, biological materials, and chemicals
rounst be zacurad from use and or observation by unauthorized foreizn nationals both domestically and zbroad.

In accordance with U8, export control laws and regulations, a Technology Control Plan (TCP) iz required fo
prevent wnautheorizad acces: and/or use of export-confrollad ifems, mformation, technology or software. Thiz
document serves as a basic template for the minmmum elements of 2 TCP and the safepuard mechami=ms to
protact against unauthonzed access or uze. Securtty measures and safepuards shall be appropriate to the export
clazsification. Contact the TANMUE Export Control Officer at (361) 393- 4738 or Karen Foval@tamuk. edu
for aszistance completing this form.

Eztablizhmz 2 TCP iz 2 mulfs-step process. The first step 1= the asseszment and approval phazs in which the
principal investizator responzibls mdrvidual (PI) develops a TCP and saeks approval of the plan from the PT's
department it head, 2= well as the TAMUE Export Control Officer. When all approvals have bean securad,
the Pl shall review the TCP with all wsers (faculty, staff students, and or visiting scholars) velved in the
proposad project zctiity‘equipment. Each wser wnll complate 2 copy of the Briefing and Cerhfication form at
the end of the TCP outhning individual respensibilifies for handling export-controlled technelogy,
mformation and’or items. The PI must submit all sipned documents after all usars, meloding the PL have
completed the TCP Briefmg and Cerbfication and export confrols traiming. The PI will be responsible for the
implementation of the TCP and retaming copies in their files. It 1z the PI"s responzibility to notify the TARIUE
Export Control Officer of any anticipated changes to tha TCP (2.2, personnel, seope of work, safegnards,
ete.). All records relating to thas TCP will be retamed for at least five vears from the date thiz TCP iz no longer
necessary to protect these mems, tachnology and'or information. Eecords will be mamtamed m accordance
with the Texas A&M University Systam Fecords Eetention Schedule and 15 CF.E., Part 762 (EAR); 22
CFE. 551225, 12322 and 123.26 (ITAR); and 31 C.F.E. §301.601 (OFAC).

Fage 1 of 11
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Appendix D — Sample Forms — Technology Control Plan

l'exas A&NM University—Kingsville
l'echnology Control Plan

Title of Project or Activity:

Deescription of project, activity or equipment subjected to TCP:

Sponsor:

Deescription of Export-controlled Item, Technology, Information or Software:

TAMUK TCP #

Texas A&M University-Kingsville | Export Controls Compliance Program Manual
Page 42 of 64



Appendix D — Sample Forms — Technology Control Plan

lexas Ad&M University—Kingsville
l'echnology Control Plan

Reazon for control:

Principal Investizator / Responsible Individual:

Phone:

Email:

Identified Export Control Classification Number/ECCN:

fe.g SD002) =OR= ITAR Caregory: (s VI ()}

*Hfvou do not have the ECCN or ITAR Category, contact your spownsor, program managsy. or the TAMUE
Export Control Officer for this viral igformation. Thiz form carmot be processed without the applicabls ECCNV
or the ITAR Catezory.

TAMUK TCP #
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lexas A&NM University—Kingsville
l'echnology Control Plan

Briefing Reguirement
The Prmeipal Inveshigator Responzible mdividual 15 required to brief kis or her =taff on the requirements of
thiz TCP.

1. Personnel Screening Procedures: All persons who may have access to export-controlled mems,
information and’or technology must be listed on the TCP and underzo Eestricted Party Screening using
export control screening software licensed by TAMUE. Screening Eesults wall be maintamed as part of
thiz TCP.

1.1. Personnel: Provide the legal name and country of citizenshop for every person who will be given
autheorized accesz to the controlled mformation, technology or item. Attach additiomal zheets if
necessary. Please print.

Full Name Citizenship

(=]

10

11

13

14

1=

*4dwy change in perzonnel will requive an amendment of thiz plan ar described below in section 5. On
departure af any of the persormel dezeribed abovs, appropriate measurss wiust be implementad fo secure the
subfect matter af the TCP, including collecting all keyvs and updating access confvels.

TAMUK TCP #
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lexas Ad&M University—Kingsville
l'echmology Control Plan

(&

Physical Security Plan: Data and'or iteme, technolozy must ba phyveically shislded i secured lzb spacas
to prevent observation or possessien by unauthonzed mdividuals or durmg secure time blecks when
obzervation by unauthonized persens 1= prevented. This would pertain to laboratory management of
“work-in-progress.”

2.1. Phoysical Secority: Provids a2 description of vour physical security plan desizned to protect the
item'teckmology from unauthorized access or wnauthorized removal of technical mformation, data,
items, software, hardware, biclogical and chamicals (2.z. zacurs doors, limuted access, securtty
badzes, locked desks or cabinetsz, secure computers, marking all physical items sfe.):

2.2, Item Storage: Both sofi and hard copy data, notebooks, reports and ressarch matenals are stored m
locked sabinets; praferably i rooms with keyv-controlled accesz. Equipment or mtemal components
and aAssociated operating mamnals and schematic diagrams contaiming “export-controllad™
technology arz to be physically secured from unzuthonzed access:

TAMUK TCP #
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Iexas A&NM University—Kingsville
l'echnology Control Plan

2.3 Servicing of item: Provide a deseription of how thiz item will ke zarvicad or repaired during itz
lifetime and how costodizl and related services will be addrezzed, including disposal and destruchion:

24, Janitorial Service: Provide a deserption of howe thas item will be secured during custodial zervicing
peniods:

-
(1]

['T]
m
[=3]
[=]
=S
I
[
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Appendix D — Sample Forms — Technology Control Plan

I'exas Ad&M University—Kingsville
l'echnology Control Plan

2.5, Destroction or Return of Materials: Describe how the export-controlled materials will be handled
af the and of the project or when no longer neaded, .z, shreddimg, file wipes, hard drive destruction,
retum to sponsor, ete.:

3. Information Security Plan: Appropriate mezsure: must be taken fo szecure controlled electromic
mformation includimg: User [Tz, password control, 351 ete.

3.1. Describe what information security safegnards will be used:

TAMUK TCP #
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l'exas A&M University—Kingsville
l'echnology Conirol Plan

4, Training / Awareness Program: All parbeipants lizsted on a TCP must complets export control online
basic traimme, sign the Certification for din ori-controlled Technolosy, Information or
Items, and be brisfed by the PI/ Besponzible Individual a5 to the restrictions of thiz TCP.

4.1. Training Documentation: (Provide Participant name and date Export Centrol tramimg completad,
Attach traming certificates. Please print.)

Full Name Date Export Control Training Completed

L]

10

11

13

14

15

5. Amendments: Any changes to the approved plan, meluding personnel changez and location changes,
must be approved in writing. Please re-zubmit a revized TCP form to the Office of Compliance.

*dmendments must include new signanwres from the Prircipal Investigater / Rezponsible Individual and theiy
Department Urnit Head on zection 0 of thiz_form before approval can be granted

-
]

']
m
oa
=]
=h
I
[
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lexas A&M University—Kingsville
I'echnology Control Plan

6. Sigmatures: By signing this TCP, I certify that [ have read and mnderstand all elauses found in this TCP.
I certify that all infornmation found im thiz TCP 1z accorate and complete to the best of mov knowledge.

6.1. Principal Investigator / Responsible Individual:

Printed Wamea Titla

Signature Data

6.2, DepartmentUnit Head:

Printed lMama Titla
Sigmature Data
Office of Compliance Use Only:
Eeviewed By:
Printed Namea Titl=
Sigmature Data

'U
i)

i
m
o
Q
=h
k
=
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Texas A&M University—Kingsville
I'echmology Control Plan

Technology Control Plan Briefing and Certification on the
Handling of Expori-controlled Information, Items, Technology and Software

Backsround

The subjact matter of tha Teachnology Control Plan (TCP) identified below may mvolve the use of export-
controlled informmation, technology, items or software. The Intemational Traffic in Armme Fegulations
{ITARE), enforced by the Department of State, and the Export Admimiztration Resulations (EAFR), enforced
by the U5, Department of Commerca, prohibit sendmg or taking export-controlled mformation, fems,
technolosy or software out of the U5, and disclosing or transfaming export-controlled mformation to a
Foreign Perzon inside or cutzide the Unitad States. Varbal and visual dizelosures are aqually prokhubitad.

¢ A Foreign Perzon iz defined as any person who iz mot a U5, cifizen or legal permanent razident
of the 115, There are no exception: for graduate students or vistting schaolars.

Grenerally, “export-controlled”™ means that the information item, technology and software ralated to the
design, development, engimeering, mamifacture, production, assembly, testing, repawr, mamtenance,
operation, modification, demilitarization, destructiony proceszsing, or use of items with a _capacity for
substantial malitary application utility requires an export license, or licenze excephon, before it may be
phyeically exported, disenzsed or dizsclozad to a Foreign Person. Export-controlled information does not
mclude bazic marksting information zbout fumetion or purpose, gemsrzl svstem dezeriptions, or
mformation concermmg genaral scisntific, mathematical, or engmeering prmeiples commonky taught i
schools, colleges, and universihes or mformation m the public domain. It does not matter whather the
actuzl mtended use of export-controlled mformation 15 mulitary or crvil in nature.

Some projects do not have foreizn national restrictions, but are shill subjact to export contrel ragulations
becauze of publications festrictions that the sponzor meluded in the confract. Others will need to be
controlled becausze of the clazzifiecation of mfcrmation, technology, and'or equipment on the Commarce
Control List which 13 provided by the T8, Department of Commerce.

Participants Responsibilities

Participant: may be held persomally hiable for vielations of the EAR and the ITAE, with zigmificant
financizl and eriminal panalties as a result. With that in mind, it 1= extremealy mmpeortant that parbicipants
exercize care and caution in using, disclosing or transfermring export-controlled mfoomation, Mems,
tecknology or software with others maide the U.S., and outside, without prior avthonzaton from the
appropriate federal agency. For example, parficipants muust identify who among propozed research project
persomnsal and collaborators are Forsizn Parsons. If a project has restrictions on participation by Foreign
Perzons, the State Department or the Department of Commerce (dapending on whather the ITAR or the
EAFR controls the techmnology) must zrant a license authorizing that persen zccess to export-controlled
mformation. Parficipant= must secure access fo export-controlled mformation, items, technology or
software to prevent wnauthorized access or use. Thev must clearly identify export-controlled mformation,
items, techmology or software and make copies of export-contrelled mformation only when abselutely
necessary and not m the presence of unauthorized perzons. Parficipants must secursly store excport-
contrelled information in locked filing cabinets, locked drawers, or under paszword-protectad computer
filaz. Participants shall avoid moving export-controllad mformation from one location to another, 1f at all
possible,

TAMUK TCP #
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lexas Ad&M University—Kingsville
l'echnology Conirel Plan

Criminal/Civil Liability and Penalties

The penalty for unlawful expeort and dizsclozure of export-controlled mmfonmation wder the ITAR 1z up fo
twro (1) vears imprisonment and'or 2 fine of one imdred thousand dollars (3100,000). The penalty for
unlawfil export and dizclosurs of information controllad under the EAR iz the greater of sither a fine of
up to one million dollars (31,000,0000 or five (5) times the value of the exports for a corporation and
imprizonment of up to ten (100 vears and'or a fine of up to two hundred fifty thonsand dellars ($230,000)
for an mdrvaidual. It is very important to remember that individuzals may be held perzonally liable for sxport
control vielations even when performing a project that iz fimdad through the University.

Principal Investizator Responsible Official:

Department:

Title of Project/Activity:

Certification

I heraby certify that [ have read and undarstand this Briefing and Cerhfication [ understand that I could
be hild personally lizble of [ unlawfully allow access to or discloss, regardless of form or format, export-
controlled mformation, technology, software, or fems to unauthonzed perzons.

I understand that the law makes no specific sxceptions for non-US students, visiors, staff postdocs or
any other persen not pre-authonizad under a TCP fo access expert-controllad information, technology,
softwars or dfems.

I alzo acknowledze that [ have read the Texas A&NM Universitv—Eingsille Tachnology Confrol Plan for
thiz project’activity and have discussed the plan with myv supervizor (if not the PI / Responsible
Individual). I understand and agree to comply with the requiraments deseribed in the TCP.

Furtharmore, I have tzkan the University’s Export Control Traimng as st forth in the TCP and as
prescribed by Unrvarsity Eule 13.02.99 K1, Export Cortrols. [ agree to immediately contact the Texas
A &M Universitv—Eing=vills Export Control Officer at the Office of Complianes (361 5393-4738, with
any guestions [ may have regarding the designation, protection, or uze of export-controlled mformation,
tecknology, softurare, or items, or 1if [ witness any viclations of the TCP requirements.

Participant Wamsa Participant Signature Data

*Print and complsts thic Brigfing and Certification for eack individual (faculry, stqff student, and'or viziting
scholar) who will have access fo the export-controllsd subject maiter.
Fage 11 of 11
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Appendix E — Sample Forms — Restricted Party Screening Request Form

TEXAS A&M UNIVERSITY-KINGSVILLE
RESTRICTED PARTY SCREENING

104 - Office of Compliance
FPlease fill in the fields below and submit to the Export Control Delegate who will perform the screening.

1. Person Requesting the Screening
Full Hame Dats

Dept.
Colisge

Dept. Othar

Emall Phona Humber:

Reason for Screaning (MR, Wsting schodar, research personnel, efc)

2. Select One (Do nof screen & person and S entity on the S3me EREOT. Yo £3n Screan e3ch separately)

2.a [] Screena Person New Hire, Colfabormtor, Vistor, CEO of o company, efc)
Last First Middis
Hame Hame Mama

Other Hames
L Citizen of Birfhdats

Streat
Address Clty

Stater Poatalz]
Provinca Coda CRilatry

2b _I_l Screem an EI'Itil'jl' {eompany pame, Bnancialifstitution or unfeersity aame, sic)

Entity
Hamig
streat
Zddress City
Stater PostaliZIp
Province Coda Country

3. Results [Export Delegates & OMce of Compiance Lise Cny)

Dedagate
Hams ;I:';ﬁ Date

Delegate Results (Check ongl

Mo matches Match retumed. Secondary Soresning E.C. Delegates Screening E.C. Delegates Screening
() returned (W from the Office of Compliance is required.  Results for Person in 2.2 Results for Entity in 2.b

4. Secondary Screening (Ofce of Compiance Use Oniy)

Secondary Secondany
SCreans SCTeener Date
Hame Signature
Match - found to be 2 Ealse Positive -
| (1) enter inta the box below steps taken to determined this is a false positive and
(2} secondary screener name, signature and date is required above.
Reason for
Determination Oiffice of Compliance Office of Compliance
of False Screening Results for Delegates Screening
Positive Person in 2.a Results for Entity in 2.b
fir applicatis):
Match - found to be Positive requires
] (1) secondary screener name, signature and date is required above. The Empowered Offical and possibly the Reseanch Security Office will need
to review to see if special steps are warmanted to allow this person to work with TAMUK personnel, equipment, or facilities. Page 1071

Texas A&M University-Kingsville | Export Controls Compliance Program Manual
Page 52 of 64



Appendix F — Sample Forms - International Visitor Request Form

International Visitor Request Form

Host/Supervisor:

Name Department

Phone Number Emuail

International Visitor Contact Information:

Stant Dote End Dote Courtry (Citizenship] ond Viso Status
Last Name First Nome Middle Mame

Other Mames Listed Date of Birth

Address CityShate Country

Affiliation [i.e., company name, university name, etc.):

Name Courntry
Address City/state/ Country
Section 1

Reason for Visit [full description):

Fage 1of 3
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Appendix F — Sample Forms - International Visitor Request Form

International Visitor Reguest Form

Section 2

Purpose of Invitation: Yes

MNo

MNon-Exempt

Will the visitor have any involvemeant on a research project of collaboration, or have access to labs
and research facilities to observe or conduct research?

[ yes, complete section 3 below)

Will the visitor be issued TAMUE ID card, keys to offices or |abs, or given aocess to TAMUE
Computing systems in any way or manner?

Will the visitor receive payment of honorarium, reimbursement of expenses, or given something
of value?

Exempt

Will the visitor meet with colleagues to discuss a research project or collaboration in which heshe
is not actively working where there is no exchange of controlled information or technology?

Will the vizitor tour labs or rezearch facilities that are not otherwiza controlled?

Will the visitor participate in generzl academic or scientific meetings, or give leciures,
presentations, or seminars?™

*\isitors cannot be part of discussions where there is anesthangze of contrelled infarmation or technalogy.

Based on the above responses this visitor's designation is: Non-Exempt** Exempt,

** A1l Mon-Exempt visitors miust complete the TAMUE-105: International Visiting Scholar Acknowledgment
located on the Forms and Resources section of the TAMUE Export Controls website.

Section 3

Export Controls and Other Research Related Compliance : Yes

Activities apg covered by an Institutional Rewiew Board [IRB) study

Activities are coverad by zn Institutional Biosafety Committes [IBC) permit

Activities are coverad by 2n Animzl Use Frotocol [AUF)

The research or activity is proprietary

Activities involve access or use of items/articles, software, or technology listed on the EAR or ITAR

Activities involve access to research or work of with publication restrictions

The research or activity has restrictions on participation of foreign national

The research or activity references export control clauses or references to EAR or ITAR

Activities will involve the use or access to encryption software

Activitias will be related to the spread or increase of nuclear, chemical, biclogical weapons, or mizsiles

Activities will inwelve access to any resources/facilities subject to 2 Technology Control Flan

Activities involve work with 2ny embargoes or sanctionad country

The research or activity is classified

The research or activity will yield results for military or use in outer space

The research or activity is fundamental research

If “Yes" is marked on any of the fields listed in section 3, please contact Research Compliance at
researchcompliance @tamuk.edu,
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Appendix F — Sample Forms - International Visitor Request Form

International Visitor Request Form

Host/Supervisor:

| have knowledge of the nature of the proposed visit. The answers | have provided are true and correct to
the best of my knowledge and belief. | understand that if any changes are anticipated in the nature or
duration of the visit or employment prior approval will be required. | hereby certify that | have completed
the Export Controls & Embarge Training — Basic Course offered viz TrainTrag, and have read System Policy
1582, Export Controls and TAMUK Rule 15.02.95. K1, Export Controls. As the host/supervisor, | certify that
I am not on development or ssbbatical leave and will make every ressonzble effort to perform the
responsibilities of hosting and supervizing the visitor or employee.

Nome Signature Date (AM/DOYYVY]
Department HeadChair:
Name Signotire Daote (A/DOAYYYY)

OFFICE USE ONLY (Visual CompliancefExport Control Delegates)

Screener Nome Secreener Signoture Dote (MM/DDYYYY]

Results:
O Mo results returned
O Match —found to be a false positive: requires description of how this was determined to be a fzlse positive and
(2} s=econdary screener signature/date
0 Match —found to be positive requires secondary screener signature/date
Reason for Determination of False Positive [if applicable):

Secondary Screener Nome Secondary Screener Signature Date (MWM/DD/YYYY)

Attach Restricted Party Screening Results Page

Completed forms and screenings should be retained by your Visual Compliance /Export Control Delegates for 5 years after
visit. In cases of a non-exempt international visitor, the Office of International Student & Scholar Services should also
miaintain this form with relevant visa documents.
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Appendix G — Sample Forms - Visiting Scholar Acknowledgment

Visiting Scholar Acknowledgment

This form will serve as an acknowledgment by both the Texas ARM University—Kingsville (TAMUE)
Mominator [Host) and the Participant (Visiting Scholar).

Nominator [TAMUK Host):

MName college Department

Participant (International Visiting Scholar):

Last Name First Mome NMiddle Name

ather Nomes Listed Citizenship and Wisg Stotus

Participant’s Institution/Employer Information:

Nome [i.e. company nome, university nome, etc)

Address for Porticipant’s Institutiony Employer

CityStateCountry
Section 1. Period of Peqgformonce

Thiz wisit shall cammeance on , and shzll end on ,
unless extended by mutual sgreement in writing between the parties, or unless terminated by one of
the parties as provided in this acknowledgement.

Section 2. Scope

2.1 Purpose af Visit.

The Participant shall collaborste with TAMUE personnel at TAMUK's facilities to perform the following
functions: (i.e. lecturing, researching, etc.) Please be spedific in the description of this visit and outcomes
beyond visiting dates including post production items (i.e. publications, etc.). I you require additional
space, please sttach a separate sheet to this form.

Page 1of 5
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Appendix G — Sample Forms - Visiting Scholar Acknowledgment

International Visiting Scholar Acknowledgmenit

2.2 Adherence ta Palicies and Procedures.

The Research/Training,/Teaching shall be performed in accordance with estzblished policies, regulstions,
znd procedures of The Texas A&M University System [TAMUS] and TAMUEK [or other TAMUS member, as
zpplicable), 25 well az all applicable state and federzl laws and regulations including but not limited to
research involving human subjects, laboratory animals, hazardous agents and materials, ethical conduct,
safety, and conflicts of interest.

Section 3. Consideration and Payment

3.1 Consideration.

The Participant’s Institution/Employer shall continue to be the employer of record for the Participant and
shall be responszible for all compensation to be paid ta the Participant, including but not limited to salary
znd frings benefits (e.g., health insurance, leave, retirement, etc_ ). The Participant’s Institution/Employer
shall be responsible for paying any and all employment withholding taxes, workers compensstion
insurance, and governmental assessments. The Participant’s Institution/Employer is responsible for the
Farticipant’s travel expenszes while on assignment at TAMUE:

3.2 Other Costs.
In addition to the costs described in Section 3.1 above, any other fees and expenses will be paid as
described below (select appropriate box):

O Thhre will be no charge by TAMUK to Farticipant's Institution/Employer or Participant.

O Participant’s Institution/Employer has generously agreed to provide TAMUEK an unrastricted gift
aof & to cover laboratory expenses associated with the activities described in
section 2.1 of this Acknowledgment.

O Participant’s Institution/Employer shall reimburse TAMUK for actual laboratorysupply expenses
incurred by TAMUEK related to Participant’s ressarch, teaching, and training activities described in
section 2.1 of this Acknowledgment. Expensas incurred may be billed by TAMUK to Participant's
Imstitution,/Employer monthly, or as TAMUE deems appropriste (2., in lump sum). Fayment by
Participant’s Institution/Employer is due within thirty (30} days after receipt of invoice.

Section 4. Independent Contractor

The Participant will continua to be the assignee and employee of the Participant’s Institution/Employer
at all times. TAMUE will exercise administrative control and technical supervision over the Participant's
activities during the term of the wvisit. &t no time during the term of this visit will Farticipant be =n
employes of TAMUE. The Participant’s Institution/Employer shall be deemed to be an independent
contractor and not an agent, representative, or affiliate of TAMUEK.

Page 2 of &
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International Visiting Scholar Acknowledgment

Section 5. Confidentiality

5.1 Overview.

The Participant will abide by TAMUE rules and procedures regarding confidentizlity of information for the
duration of this visit through the completion of any visit related production. The pericd of confidentiality
shall expire five years from the end of this visit.

B3 Confidential information Defimed.

For purposss of this Acknowledgement, “Confidentizl Information” means nonpublic information that is
identified or designated as being confidential or which, in light of the circumstances under which it was
disclozed, whether aral or written, is reasonably apparent to the Participant to be considered confidential
or proprietary by TAMUEK [or other TAMUS member, as applicable). “Confidential Information” includes,
without limitation, information which may be contsined in materials such as/inventions, discoveries,
concepts, ideas, methodologies, research data, research results, drawings, plans, programs, software,
codifications, models, data, specifications, reports, compilations and may also b2 in the nature of
urmwritten knowledge and know-how. “Confidential Inf@rmation” slsa includes identifiable student
infarmation protected by The Family Educationzl Rights and Privacy Act [FERPA).

B4 Ownership of Confidential Information.

All Confidential Information disclosed during this wisit shall remain the property of TAMUEK [or other
TAMUS member, as applicable]. &t TAMUE's request, all Confidentizl Information received by
Participant’s Institution/Employer or Participant in tangible form shzll be promptly returned or destroyed.

Section 6. Publications

6.1 Publishing Rights.

The timing, extent and content of 2ll publications regarding the results of the activities described in section
2.1 of this Acknowledgment, including thosze of the Participant, shall be at the discretion of TAMUEK and
the Mominator.

Section 7. Intellectual Property

7.1 intellectual PFroperty Defined.

For purposes of this Acknowledgement, “Intellectual Property” shall mean, individuslly and collectively:
[a) inventions, discoveries, andfor improvements which are conceived or first reduced to practice,
whether or not patentable, in the performance of the collaborative research efforts during this visit; and
[B) =ll works of authorship created, prepared andf/or developed (including compilations) in the
performance of the collaborative research efforts completed during this wisit that are the subject matter
of copyright under Title 17 of the United 5tates Code.

7.2 intellectual PFroperty Rights Arising During Visit.

Title to any Intellectual Property conceived and/or reduced to practice by the Participant during the
course of performing the activities described in section 2.1 of this acknowledzgment shall be, and are
hereby, assigned to TAMUS on behalf of TAMUE {or other TAMUS member, a5 applicable) in accordance
with TAMUS's Policy 17.01, Intellectual PFroperty Monogement and Commercialization. TAMUK {or other

Fage 3 of 5

Texas A&M University-Kingsville | Export Controls Compliance Program Manual
Page 58 of 64



Appendix G — Sample Forms - Visiting Scholar Acknowledgment

International Visiting Scholar Acknowledgment

TAMUS member, as applicable) shall own all tangible research results and intellectual property generated
by the Participant during his/her tenure at TAMUE, including but not limited to know-how, originzl data,
computer programs, and records of the work and activities performed.

7.3 Duty to Disclose.

Participant shall promptly notify the Mominator and TAMUE of any Intellectusl Property arising out of the
performance of the activities performed described in section 2.1 of this acknowledgment. The Parties shall
keep in confidence all information contained in disclosures and notificationz relating to Intellectual
Property before and during any period prior to the application for 3 patent or other legal protection of
such Intellectual Froperty.

7.4 Right= in Data.

TAMUE {or other TAMUS member, as applicable] shall own all ressarch data, diagnostic data, and
information generated by the Farticipant while he or she is participating in the activities described in
section 2.1 of this acknowledgment. Although owned by TAMUE, TAMUE sgrees to make copies of
information generated by the Participant’s discoveries available to the Participant’s Institution/Employer
an & confidential basis through the Participant, to the extentpermitted by law or preexisting contractual
commitments to third parties, and subject to TAMUK'S Intellectual Property Policy and, or Guidelines.

7.5 Third Farty Support.

To the extent the collaborative ressarch efforts are supported by a grant, cooperative sgreement, or
contract between TARMUK [or other TAMUS member, 25 applicablz) and the U.S. Government or other
third party, the Nominator, Participant, 2nd Participant’s Institution/Employer must comply with the
intellectusl property provisions of such U3, Government or third-party grant, cooperative agresment, or
contfact as determined by the TAMUE department head/chzir and Dean (if appropriate).

Section 8. Complignce

8.1 Compilignte.

The Participant and Participant’s Institution/Employer will comply, 2nd be responsible for compliance,
with all local, state and federal laws, rules and regulstions that apply to the performance of this wisit,
including but not limited to those goverming: export comtrol (including but not limited to Export
Administration Regulations (15 CFR Part 730, et EEd]; International Traffic in Arms Regulations (22 CFR
Part 120, et z=2q); and Foreign Assets Contrals (31 CFR Part 500, =t seq)); animal welfare; human subject
research; workplace safety; and handling, storage, use and disposal of biclogical materials, chemicals,
hazardous or radioactive materials The Farticipant and Farticipant's Institution/Employer will be
responsible for compliance with all zpplicable TAMUE jor other TAMUS member, 25 applicable) policies
whilz on TAMUE [or other TAMUS member, as applicable) premises.

8.2 Bockground Check.

The FParticipant hereby gives TAMUK permission to inquire into his/her background, including: education,
references, driving record, employment, and criminal background. The Participant further gives
permission to the holder of such records to release the same to TAMUEK [or other TAMUS member, as
applicable). The Participant understands that TAMUE {or other TAMUS member, as applicable) will anly
use this information for the purpose of this visit.
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Appendix G — Sample Forms - Visiting Scholar Acknowledgment

International Visiting Scholar Acknowledgment

Participant Acknowiledgment:

| {Participant’s full name) hereby acknowledge that | have read
the International Visiting 3cholar Acknowledgment form and confirm that | have provided true and correct

information to the best of my knowledze and belief.

Porticipant's Signature Date (MMADDVYYYY]

Nominator Acknowledgment:

| [Meminators full name) hereby acknowledge that | have read
the International Vizsiting 3cholar Acknowledgmeant form and confirm that | have provided true and correct

information to the best of my knowledge and belief. | understand that if any changes are anticipated in
the nature or duration of the visit it will require prior 2pproval. | hereby certify that | have completed the
Export Controls & Embargo Training — Basic Course offered via TrainTraq, and have read Systemn Policy
15.02, Export Controis and TAMUEK Rule 15.02 .93 K1, Export Controls. As the Mominator, | certify that |
am not on development or s2bbatical leave and will make every ressonable effort to perform the
responsibilities of hosting and supervizing the Farticipant.

Nomifigtor's Signature Date (MMADDVYYYY]
Department Head/Chair:
Name Signature Date (MM/DOAYYYY)
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Appendix H — Sample Forms — Non-Compliant Explanation

Mon-Compliant Explanation

Responsible Employee Information:

Name Date (MIM/DDSYYYY)

Deportment/College

Position Title Emuail

Description of non-compliance incident (include violated policies, rezulations, rules and/or procedures):

Explanation for the unauthorized action:
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Appendix H — Sample Forms — Non-Compliant Explanation

Explanation of steps taken to avoid recurrences:

Employee Responsible for Unauthorized Action:

Name Signature Date (MMADDYYVY]
Chair/Department Head:
Name Signature Date (MMWADDYYYY]

College Dean/Division Supervisor:

Name Signature Date (MMWADDYYYY]

Export Controls Empowered Official:

Nome Signature Date (MMDDYYYFY]
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Appendix | — Traveling Internationally with Electronic Devices

Traveling Internationally with Electronic Devices
Protocols when preparing to travel internationally with electronic devices.

e When possible, travelers must avoid taking university issued electronic devices, including but not
limited to, laptops and tablets.

e If an electronic device is required for international travel, TAMUK employees must request a loaner
device from Information Technology Services (ITS). Only TAMUK loaner devices from ITS will be
allowed to be carried internationally.

e Requests for ITS loaner devices must be made at least two (2) weeks before international travel.

e Travelers must utilize the TAMUK Virtual Private Network (VPN) connection at all times while in a
foreign country. The VPN requires the use of DUO 2-factor authentication.

e Electronic devices must be hand carried along with completed Export Control forms during travel.

e |f electronic devices, technology, and/or information are stolen while traveling abroad, travelers shall
promptly contact the Office of Compliance (361- 593-4758; ExportControls@tamuk.edu).

While traveling, carrying the loaner laptops could fall under the temporary license exclusion known as the
“tools of the trade” exclusion. EAR makes an exception to licensing requirements for the temporary export or
re—export of certain items, technology, or software for professional use as long as the criteria below are met.
The exception does not apply to any EAR satellite or space—related equipment, components, or software, or to
any technology associated with high—level encryption products. In addition, this exception does not apply to
items, technology, data, or software regulated by the ITAR. Note that this license exception is not available for
equipment, components, or software designed for use in/by/with most satellites or spacecraft. “Effective
control” means retaining physical possession of an item or maintaining it in a secure environment.

Temporary exports under the “tools of the trade” license exception (as defined in Appendix B) apply when the
laptop, PDA, cell phone, data storage devices, and encrypted software are:

e hand—carried with the individual while traveling;

e carried in the luggage or baggage that travels with the individual; or

e shipped no more than thirty days prior to the individual’s departure or may be shipped to the
individual at any time while the individual is outside the country.

Generally, no government export license is required so long as an individual:

e retains their laptop computer, PDA, cell phone, data storage devices, and/or encrypted software under
their personal custody and effective control for the duration of travel;

e does not intend to keep these items in these countries for longer than 1 year; and

e isnot traveling to an embargoed country.

TAMUK employees are ultimately individually responsible for ensuring compliance with U.S. export controls
regulations, as well as System policies and regulations, and must conduct their affairs in accordance. All
employees are also required to complete “Export Controls and Embargo training” at least once every two years.
This training (course number 2111212) can be completed via TrainTrag, which is accessible by logging into SSO.
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Appendix J — Applicable Office of Research and Graduate Studies Procedures

Office of Research and Graduate Studies

Export control screening of projects/contracts is a two-step process. The first step consists of
Project/Contract Screening which involves screening the substance of the project/contract. The second
step is known as Restricted Party Screening. This involves screening the parties and entities involved on a
project/contract using export control screening software licensed by the Texas A&M University System
known as Visual Compliance.

Funded Projects:

Proposal Stage:

Upon receiving notification from a Pl that a proposal is to be submitted, the Proposal Administrator sends
to the Pl the Notice of Intent to Submit with Export Assurances Form with export assurances. The Pl then
checks “yes” or “no” to a series of questions. At the time of proposal entry into Maestro, the Proposal
Administrator, checks “yes” or “no” on the Proposal Compliance screen in Maestro, and notifies the
Research Compliance Division of a need for Export Control screening.

Maestro shall send electronic notifications to the system member point(s) of contact for export controls
based upon affirmative answers to these questions.

Contract Stage:

At the contract stage, the Contract Negotiators verify if any updates to the questions completed on the
Notice of Intent to Submit with Export Assurances Form at the proposal stage are necessary based upon
their review of the proposed agreement. In addition to the foregoing, a Visual Compliance screening is
performed on all contracts and subawards as needed;. Below are the procedures for performing a
restricted party screening:

1. All names (whether company or individual) of the other parties involved in the
project/contract are entered into the Visual Compliance Web site search engine.

2. In the event of a positive match resulting from the Visual Compliance search, the individual
performing the search will submit the screening results to the university point of contact for
export controls for further review and approval.

3. Each search result from Visual Compliance and any related documentation will be loaded into
the appropriate administration database system with its respective record.

In addition to grants and contracts, ORGS’s Research Compliance Division will perform Visual Compliance
screening on research compliance protocols from the Animal Care and Use Committee (IACUC), and the
Institutional Biosafety Committee (IBC), as triggered by the inclusion of international personnel or
collaborations, and will coordinate with the Office of Compliance to log all export controls screenings and
to address any restrictions that are revealed as a result of these screenings.

1Restricted party screenings are performed for all sponsors except state and federal entities, and for all
subawardees except for intrasystem agreements and state and Federal subawardees.
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